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Gioithiéu

Dé thuc hién cac lab trong tai liéu nay, ban can chuan bj cac thit sau:
1. Mot may tinh c6 cai dat Packet Tracer

Download ban 5.3 cua né & day:

http://www.mediafire.com/?zziz2tziywj

Cac thao tac xay dung mo hinh mang va cau hinh cho cac thiét bj déu dugc thuc hién
trong Packet Tracer.

2. Standalone Labs for CCNA

La ebook tiéng Anh ma t6i dya vao ndi dung trong dé dé bién soan thanh tai liéu tiéng
Viét nay. Ban c6 thé tai n6 vé & day:

http://www.mediafire.com/?3tc66hln35s4xf3
Mot s6 uu diém trong cac bai lab do t6i bién soan so véi ebook trén la:
e Tai cac budc thuc hién déu c6 hinh minh hoa ré rang.

e Nhiéu khai niém, ly thuyét dugc téi dién giai, tdm tat lai sao cho ngan gon va dé
hiéu nhat.

e Ngbn ngii tiéng Viét nén thich hgp vdi cac ban chua bat kip kha nang doc hiéu
tai liéu tiéng Anh.
Luvuy
Trudc khi di vao thuc hién theo cac hudng dan trong tai liéu nay, ban nén biét la:

1. Cac bai lab dugc thiét ké phu hgp cho nhitng ban nao da nam kha viing chuong
trinh hoc clia chiing chi CCNA, thé nén phan ly thuyét vé mang can ban ndi
chung cling nhu nhitng phan chuyén biét trong CCNA nai riéng sé khéng dugc
dé cap chi tiét trong cac bai lab.

2. Do trén Internet cling ¢ kha nhiéu bai viét hudng dan cach cai dat va sir dung
Packet Tracer roi nén t6i sé khdng trinh bay lai nita. Dugi day la mét sé dia chi dé
ban tham khao:

http://vnexperts.net/index.php?option=com content&task=view&id=755&Itemid=199

http://www.scribd.com/doc/4291610/Hng-dn-s-dng-Packet-Tracer-kakalotsai



http://vnexperts.net/index.php?option=com_content&task=view&id=755&Itemid=199
http://www.scribd.com/doc/4291610/Hng-dn-s-dng-Packet-Tracer-kakalotsai
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Lab 1: Connecting and Logging on to a Cisco Router

A

Két néi va diang nhap vao mat thiét bi Cisco Router

Muc tiéu cuaa bai lab:
Gioi thiéu vé Cisco Router.

. Chuan bi cho bai lab:

Ching ta s& str dung mot thiét bi router cé tén 2 Routerl.
Cac buoc thuc hién:
1. Khoi dong Routerl [én va truy cap vao giao dién cau hinh CLI cia no.

2. Nhin Enter délam xuat hién dau nhac 1énh (command prompt). D4u nhic lénh nay
bao gom 2 thanh phan: chudi “Router”la hostname ciia Routerl va Ky tu “>” cho
biét ta dang & user mode.

Press RETURN to get started!
Router>

3. GO knh enable dévao privilkged mode va diu “>> duoc thay bang dau “#”.

Router>enable
Router#

4. Pé tro vé user mode, ta g8 disable. Tiruser mode, g tiép 1ogout hoic exit dé
thoat khoi router.

Router>enable
Router#

@ Routerl [E=EEE )

Physical I Config | CLI

10S Command Line Interface
Press RETURN to get started!

Router>
Router>enable
Router#
Router#disable
Router>
Router>exit

Router con0 is now available

Copy W paste | ||
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Lab 2:

A

Introduction to the Basic User Interface
Co ban vé giao dién nguwdi dung

Muc tiéu cuaa bai lab:
Gi6i thiéu vé giao dién dong léenh (CLI); 2 ché d6 Ia user mode va privileged mode; co
ban V& 2 Ienh help VA show.

Chuan bi cho bai lab:
Ching ta s& tiép tuc sir dung Routerl.

Cac bwdéc thuc hién

1. Khoi dong Routerl 18n va truy cap vao giao dién ciu hinh CLI ctia nd. Sau d6, nhan
Enter dé hién thi dau nhic Iénh.

2. Hién ta dang & User mode (la ché do chi hd tro céc cau Iénh co ban dé xem nhitng
thiét lap cua thiét bi ma khong dwoc phép sir dung cac ciu Iénh dic quyén dé thay doi
cau hinh cua thiét bi). G6 vao dau cham hoi (?) dé xem tat ca cac cau lénh ¢ thé sir
dung tai ddu nhdc knh nay.

Router>?

3. GO knh sau dé vao Privileged mode (Ia ché d6 hd trg nhiéu cau lénh ning cao hon dé
thay ddi cac thiét lap cua thiét bj).

Router> enable

Router#
I0S Command Line Interface
Router>? -
Exec commands:
<1-99> Session number to resume
connect Open a terminal connection
disconnect Disconnect an existing network connection
enable Turn on privileged commands
exit Exit from the EXEC
ipvé ipvé
logout Exit from the EXEC
ping Send echo messages
resume Resume an active network connection
show Show running system information
ssh Open a secure shell client connection
telnet Open a telnet connection g
terminal Set terminal line parameters
traceroute Trace route to destination i
Router>enable
Router#?
Exec commands:
<1-99> Session number to resume
cleaxr Reset functions 48
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4. Dé xem tat ca cac cau lénh co thé sir dung trong Privileged mode.

Router#?

5. GO lénh sau dé xem tt ca cac cau lénh show.
Router#show ?

6. Dé xem thdng tin V& ciu hinh hién tai ma router dang sir dung (running
configuration).

Router>show running-config

& Router 1

Physical | Config | CLI

10S Command Line Interface

Router#show ? | -

access-lists List access lists
arp Arp table
cdp CDP information
clock Display the system clock
controllers Interface controllers status
crypto Encryption module
debugging State of each debugging option
dhcp Dynamic Host Configuration Protocol status
flash: display information about flash: file system
frame-relay Frame-Relay information
history Display the session command history
hosts IP domain-name, lookup style, nameservers, and host table
interfaces Interface status and configuration
ip IP information =
ospf For OSPF debug only
ospfv3 For OSPFv3 debug only
processes Active process statistics
protocols Active network routing protocols £
running-config Current operating configuration
sessions Information about Telnet connections
ssh Status of SSH server connections
startup-config Contents of startup configuration b=
tcp Status of TCP connections
terminal Display terminal configuration parameters
users Display information about terminal lines
version System hardware and software status
Routerfshow running-config | L
Building configuration... ~

(L copy ][ Paste ] |k

7. Tai dau nhic lénh, gd phim khoang tring dé hién thi trang thong tin ké tiép
<space bar>

8. GO mot trong cé4c lénh sau dé dang xuat khoi router
Routerfexit
hoac

Router#disable
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Lab 3: Introduction to Basic Show Commands

A

Co ban vé 1énh show

Muc tiéu cuaa bai lab:
Lam quen véi c&c cau lénh show co ban

. Chuan bi cho bai lab:

Ching ta tiép tuc sir dung Routerl.
Cac buoc thuc hién:

1. Hién thi dau nhac lénh.
Router>

2. Vao Privileged mode.
Router>enable
Router#

3. Trong CLI, tap tin nim trong bd nhé RAM chira céc cdu hinh ma hién tai dang duoc
thiét bi (router, switch...) st dung duoc goi [ running-config. Luu ¥ 4 can vao
Privileged mode méi xem dugc ndi dung caa running-config.

bac biét, noi dung cua running-config khéng duoc tu dong hru lai trén Cisco router
Vva s& bi mat néu xay ra su ¢ vé ngudn dién cung cip cho router (nhu cup dién dot
ngot, dién ap qua tai hodc qué thap khién router khong thé hoat dong duoc...).

Sau khi ta thay ddi cau hinh cho router, cac cAu hinh méi nay s& duoc cap nhat vao
tap tin running-config va dé lru lai ndi dung cua running-config thi ta can st dung
lenh copy (s& duoc dé cap trong cac bai lab sau). Bay gio, dé hién thi ndi dung cua
running-config ta gb lénh sau.

Router#show running-config

@ Router 1 = e

Physical | Config ! CLI ‘

10S Command Line Interface

Router>enable
Routerfshow running—configl
Building configuration...

Current configuration : 514 bytes
'

version 12.2
no service password-encryption
'

hostname Router




I CCNA Lab Series | manthang

4. Flash la mot loai b nh¢ dic biét trén router ma Iuu trit cac tap tin hé didu hanh (OS

image). Khong gidng nhu bo nhd théng gap khac (nhu RAM), bo nhé flash van chira
cac OS image ngay ca khi router khong duoc cap ngudn dé hoat dong.

Router#show flash

Router#show flash I

System flash directory:
File Length Name/status |
|| 1 5571584 ptl1000-i-mz.122-28.bin Ll
| [5571584 bytes used, 58444800 available, 64016384 total] |
63488K bytes of processor board System flash (Read/Write) =

Mic dinh, CLI cuia cac router hru giit 10 lénh gan day nhat ma duoc gé vao trong bo
nhé. Dé xem tat ca cac lénh da thyc hién van con dugc hru trong bo nhé cua router.

Router#show history

Hai lénh sau gilp ta lay lai lénh d3 g6 trude do

Nhén phim mii tén di 1én (up) hodc <ctrl> P

Con hai lénh sau gilp ta sir dung lénh ké tiép trong “history buffer”
Nhé&n phim mii tén di xudng (down) hodc <ctrl> N

Pé xem trang thai cua cac giao thirc duoc dinh tuyén (routed protocol) & layer 3 dang
chay trén router

Router#show protocols

r<‘§ Router 1 - - T T l’D‘vELIQ\

ihyﬁsical l Conﬁgﬁ] CLI |

10S Command Line Interface

[Router#show history]

enable

show history
IRouter#show prococolﬂ
Global values:

Internet Protocol routing is enabled
FastEthernet0/0 is administratively down, line protocol is down
FastEthernetl/0 is administratively down, line protocol is down
Serial2/0 is administratively down, line protocol is down
Serial3/0 is administratively down, line protocol is down
FastEthernet4/0 is administratively down, line protocol is down
FastEthernet5/0 is administratively down, line protocol is down

Lénh sau duoc dimg dé nhan V& cac théng tin quan trong nhu: loai “router platform”,
phién ban (revision) cua OS, lan khoi dong cudi va vi tri tap tin image cua OS, luong
bo nhé, sb lrong cdng giao tiép (interface), va cac thanh ghi ciu hinh (configuration

register)?

Router#show version
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Router#show version I
Cisco Internetwork Operating System Software 4
I0S (tm) PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFIWARE (£fc5)
Technical Support: http://www.cisco.com/techsupport |
Copyright (c) 1986-2005 by cisco Systems, Inc.
Compiled Wed 27-Apr-04 19:01 by miwang 4
Image text-base: 0x8000808C, data-base: O0x80A1FECC

ROM: System Bootstrap, Version 12.1(3r)T2, RELEASE SOFIWARE (fcl)
Copyright (c) 2000 by cisco Systems, Inc.

ROM: PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFTWARE (fc5) i

System returned to ROM by reload
System image file is "flash:ptl000-i-mz.122-28.bin" bl

10. Xem ngay gio duoc thiét lap trén router
Router#show clock

11. Pé hién thi danh sach cac “hosts” va tit ca cac dia chi IP cua ching ma duoc router
luu trir lai (cache)

Router#show hosts

12. Xem danh sach cac “user” da két ndi t6i router
Router#show users

13. Pé xem thong tin chi tiét vé mdi cong giao tiép (interface)

Router#show interfaces

Pouter#show clock ‘*\
*0:3:34.96 UTIC Mon Mar 1 1993

i| JRouterfshow hosts|

Default Domain is not set

Name/address lookup uses domain service ||
Name servers are 255.255.255.255

Codes: UN - unknown, EX - expired, OK - OK, ?? - revalidate
temp - temporary, perm — permanent
NA - Not Applicable None - Not defined

Host Port Flags Age Type Address (es)
Routerfshow users
Line User Host (s) Idle Location A
* 0 con O idle 00:00:00
|
Interface User Mode Idle Peer Address

Routerfshow interfaces ]

FastEthernet0/0 is administratively down, line protocol is down (disabled)
Hardware is Lance, address is 0060.3e5a.603e (bia 0060.3e5a.603e)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, rely 255/255, load 1/255 R4

[ Copy H Paste }

E— SR E———] ._a_-iiiiiiiiiif_________:::::lm

14. Xem trang thai tong quét vé cac giao thirc & layer 3 ciing nhu trang thai cua cac
interface

Router#show protocols
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Lab 4: CDP
Giao thirc CDP (Cisco Discovery Protocol)

A. Muc tiéu caa bai lab:
Hiéu duoc cac chirc ning cuia CDP

B. Chuan bi cho bai lab:
Chlng ta sé sur dung Router 1 va Router 4.

Logical [Root] New Cluster  Move Object Set Tiled Background  Viewport
495 ‘C
E‘
| P’;&W—r—ﬁ”wj x
Router-pT Router-PT
nnnnnn Routers Q|
-
|
|| Time: 00:30:58 | _Power Cycle Devices
= | & Fire Lost Status  Source Destmabor|
e (P valalv; i) scenaico - |
Connect tions ‘!7»@7 [_oelete |
deFe —= | Toasle DU st Window
Serial DTE e

C. Cac buéc thuc hién:

1. Trén Router 1, vao ché d6 cau hinh toan cuc (global configuration mode)
Router>enable
Router#conf t
Router (config) #
2. Trén Router 1, thay d6i hostname thanh R1
Router (config) #hostname R1
R1 (confiqg) #
3. Thuc hién lai buéc 1 va 2 trén Router 4
Router>enable
Router#conf t

Router (config) #hostname R4
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R4 (config) #

Luu y: mic dinh, tt ca cac interface déu bi vd hiéu hoa (khong thé sir dung duoc)

- - T
@& Routerl . = |8

”Physrical I Conﬁé ‘ CLI ‘

Router>enable

Routerfconf :I
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

R1 (config) #interface Serial2/0 ‘
Rl (config-if)#no shutdown

10S Command Line Interface

$LINK-5-CHANGED: Interface Serial2/0, changed state to down
Rl (config-if)#

$LINK-5-CHANGED: Interface Serial2/0, changed state to up
R1(config-if) fexit

R1(config) #interface FastEthernet0/0
R1 (config-if) #no shutdown

[

SLINK-5-CHANGED: Interface FastEchernet0/0, changed state to up

4. Kich hoat interface Serial2/ 0 trén R1
Rl (config) #interface Serial2/0
Rl (config-if)#no shutdown

5. Tuong tu, kich hoat interface Serial2/0 trén R4
R4 (config) #interface Serial2/0

R4 (config-if)#no shutdown

-
@& Routerd l =8 Q

_ Physical I Config ‘ CLI ‘

I0S Command Line Interface |

Router>enable

Router#conf t ‘
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R4

R4 (config) #interface Serial2/0
R4 (config-if) #no shutdown

$LINK-5-CHANGED: Interface Serial2/0, changed state to up

6. Kich hoat interface FastEthernet0/0 trén R1
R1 (config) #interface FastEthernet0/0
Rl (config-if)#no shutdown

CDP gilp cac thiét bi chia sé cac thong tin ciu hinh co ban cho nhau. CDP s& hoat
dong ma khdéng can cau hinh gi thém. CDP dwoc kich hoat mac dinh trén tat ca
interface. CDP la mét giao thirc hoat dong tai layer 2 cia md hinh OSI. Vi véy diéu
quan trong can nim la CDP khong phai 1 giao thire dinh tuyén. N6 chi c6 thé gitp
cac thiét bi duoc két ndi truc tiép v6i nhau trao d6i théng tin cho nhau.
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7. Trén R1, g lénh sau dé xem trang thai cua tit ca cac interface dang chay CDP.
Rl (config-if) #exit
Rl (config) #exit
Rl#show cdp interface

Hién tai, router dang str dung CDP dé quang ba di cac thong tin vé c4c interface cua
né va dong thoi CDP ciing gifip nd dé biét duoc cac router “hang xom” duoc két ndi
truc tiép téi no.

8. Trén R1, gd lénh sau dé hién thi cac théng tin vé cac ‘hang xom’ dang dugc két noi
truc tiép toi R1

Rl#show cdp neighbors

’ 3
@@ Routerl - - (2] B ]

Vﬁhyﬁcéfl Conﬁg | CLI‘

I0S Command Line Interface

R1l#show cdp interface I
FastEthernet0/0 is up, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernetl/0 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds

[Serial2/0 is up, line protocol is up
( Sending CDP packets every 60 seconds
__Holdtime is 180 seconds
Serial3/0 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernet4/0 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
FastEthernet5/0 is administratively down, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
R1¥show cdp neighbors I
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, T - IGMP, r - Repeater, P — Phone:E

(Device ID Local Intrfce Holdtme Capability Platform Port ID

&4 Ser 2/0 133 R PT1000 Ser 2/0 f |

RIF| -
—_—

Trong hinh trén ta thay, thiét bi dau tién trong danh sach cac ‘hang x6m’ ciia R1 la
router R4 duoc két ndi truc tiép t6i cong Serial2/0 trén R1 (cot Local Interface). R1
nhan cac g6i RDP update tir R4, cac gi update ndy ciing cho ta biét dwoc R1 s& nam
gitt cac thdng tin cap nhat vé R4 trong bao lau. Tai thoi diém gd cau kénh trén thi thoi
gian con lai 1a 133 gidy (cot Holdtime). R4 la mot Cisco router thudc series 1000 nhu
duoc thé hién trong cot platform. Cot cudi cing, Port ID, 1a cdng trén trén thiét bi
(trong treong hop ndy cong Serial2/0 cua R4) ma tir d6 cac goi update dwoc guri di.
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9. Trén R1, gd lénh sau dé xem nhiéu thdng tin chi tiét hon vé cac “hang xo6m” duoc két
ndi truc tiép t6i R1.

Rl#show cdp neighbors detail

r = N
\? Routerl =NEEn X

I10S Command Line Interface

Rl#show cdp neighbors decaill -

Device ID: R4
Entry address(es):
IP address : 192.168.1.4
W Platform: cisco PT1000, Capabilities: Router
Interface: Serial2/0, Port ID (outgoing port): Serial2/0
Holdtime: 147

Lénh nay s& hién ra cuing Iic thdng tin cua tat ca cac thiét bi ‘hang xom’. N6 duoc st
dung dé hién thi cac dia chi & ting Network. Nhu hinh trén ta thiy R4 c6 mot dia chi
IP la 192.168.1.4. Ngoai ra, cau lénh con cho biét thdng tin vé phién ban cua IOS.
Chi y rang céc thiét bj ‘hang xém’ dugc lict ké theo trinh tw. Néu ta mudn biét thong
tin vé mot thiét bi ndm & dang sau nira thi ta can cudn xuéng bang cach nhan phim
khoang trang.

10. Trén R1, lénh sau s& chi cung cap thong tin vé R4
Rl#show cdp entry R4
(thong tin dau ra ctia cau lénh trén gidng vai trong hinh & budc 9)

Lénh ndy cho ta ciu tric thong tin gidng véi dau ra cia lénh show cdp neighbors
detail, nhung khac & chd nh ndy chi hién thi thong tin v& R4 ma thoi. Cing lru ¥
thém rang day d mot trong nhitng knh thudc loai “case-sensitive”, tirc la c6 phan biét
chir hoa va chir thuong trong cau Iénh.

11. Trén RI1, dé biét duoc thoi gian dinh ky R1 s& guri di cac goi RDP update va cac thong
tin CDP ma R1 nhan V& s& ton tai trong bao lau, ta g6 lénh sau

Rl#show cdp

R1#show cdp I

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled
R14] =

m

Copy ][ Paste
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12. Trén R1, dé diéu chinh sb gidy thoi gian gitta cac lan giri CDP update thanh 45, ta go
R1# conf t
Rl (config) #cdp timer 45

Ngodi ra, ta ciing c6 thé diéu chinh lai gid tri holdtime. Gia tri ndy cho biét router
nhan CDP update s€ Iuu gitr c&c théng tin trong CDP update (do cac router khac guri
t61) trong bao lu va day ciing 13 mot tham sb toan cuc (global parameter).

13. Trén R1, dé diéu chinh bd dém holdtime thanh 60 gidy, ta go
Rl#conf t
Rl (config) #cdp holdtime 60
14. Trén R1, gd lénh sau dé xac nhan lai nhitng thay doi vira tao ra & trén
Rl#show cdp
Pau ra cta cau lénh s& nhu sau
Global CDP information:
Sending CDP packets every 45 seconds
Sending a holdtime value of 60 seconds
Sending CDPv2 advertisements is enabled

Néu R1 khong duoc két ndi truc tiép vai bat ky Cisco router ndo trén mang, hoic don
gian dé tiét kiem bang thong, ta can xem xét viéc tit CDP trén R1.

15. Trén R1, dé tit hoan toan CDP
Rl#conf t
Rl (config) #no cdp run
16. Ciing trén R1, dé kich hoat lai CDP trén tat ca cac interface cua router
Rl#conf t
R1 (config) #cdp run

Liuc ndy, co thé ta chi mubn tit CDP di v6i mot sé interface cu thé nao do, vi du céc
interface c6 bang thong thdp hoic Vi cac ly do bao mat.




W CCNA Lab Series | manthang

- _ _
& Routerl . . e e e ,' —— E@'ﬂ

Phyﬁcal' Config ‘ CL11

10S Command Line Interface

Ri>enable
Rlfconf t
Enter configuration commands, one per line. End with CNTL/Z.
R1(config) #no cdp run
R1(config) #exit
$5YS-5-CONFIG_I: Configured from console by console
Rl#show cdp
% CDP is not enabled
Rifconf t
Enter configuration commands, one per line. End with CNTL/Z.
R1 (config) #cdp run
R1(config) #exit
$5Y5-5-CONFIG_I: Configured from console by console
Rl#show cdp
Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled
R1%|

¢ ]

S

17. Trén R1, dé tit CDP chi Vi interface FastEthernet1/0
Rl (config) #interface FastEthernetl/0
Rl (config-if)#no cdp enable

18. Trén R1, dé xac nhan interface FastEthernetl/0 khong con giri di cac goi CDP update
nira, ta go

Rl#show cdp interface
hoac
Rl#show cdp interface FastEthernetl/0

Néu trong dau ra khdng co thdng tin vé FastEthernetl/0 thi cd thé két luan rang CDP
da bi vd hiéu hoa trén interface nay.

Rl>enable
Rifconf t
Enter configuration commands, one per line. End with CNTL/Z. —3
R1(config) #interface FastEthernetl/0
R1 (config-if)#no cdp enable |
Rl (config-if)#°Z
$5YS-5-CONFIG I: Configured from console by console
Rl1#show cdp interface FastEthernetl/O =
Rl#show cdp interface
FastEthernet0/0 is up, line protocol is down
Sending CDP packets every 60 seconds
Holdtime is 180 seconds
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Lab 5: Extended Basics
On tap va mé rong

A. Muc tiéu cia bai lab:
Quan st va cau hinh mot s phan co ban cua router.

B. Chuan bi cho bai lab:
Ching ta tiép tuc sir dung Routerl.

C. Cac bwéc thuc hién:
1. Truy cap vao CLI cua router va hién thi ddu nhic knh.

Router>

2. Dé xem danh s&ch tat ca cac cau lénh sin cd ma ta c6 thé sir dung tai ddu nhic nay.
Router>?

3. Vao Privileged mode. O ché do nay thi ban c6 toan quyén diéu khién router.
Router>enable
Router#

4. Xem cac cau lénh c6 thé chay trong Privileged mode
Router#?

5. St dung knh sau dé vao Configuration mode dé cau hinh cho router.
Router#config terminal
Router (config) #

6. Hostname ciia router duoc ding dé nhan dang thiét bi trong mang. Khi dang nhap vao
router, ta s& thiy hostname nam & dau dau nhic (> hoic #). C6 thé st dung hostname
dé thé hién vi tri hoic chirc ning cua router. Lénh sau s& dit tén cho Routerl la
mmt03

Router (config) #hostname mmt

mmt (config) #
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7.

10.

“Enable password” dung dé kiém soét viéc truy cap vao Privileged mode. Pay I loai
mat khau cuc Ky quan trong can bao mat béi vi trong Privileged mode ban c6 thé thay
dbi cau hinh cho router. Pé dit “enable password” thanh “network” ta thuc hién lénh
Sau

mmt (config) #enable password network

Dé kiém tra password nay. Thoat khoi router va thir vao lai Privileged mode véi mat
khiu “network” vira thiét lap & trén. Bay gio, g conf term va lam tiép cac hudng dan
& bude ké tiép.

Vian dé duy nhit véi “enable password” 13 n6 xuat hién dudi dang “plain-text”trong
file cAu hinh cua router. Néu ban can cho ai 46 xem file nay dé ho c6 thé gilp ban
khic phuc van dé nao d6 thi vo tinh ban di dé 16 cac mat khau va diéu nay de doa dén
bao mat cua hé théng cua ban. Vay lam sao dé tao ra cac mat khau dwoc ma hoa?
Lénh sau s& tao mat khau “cisco” dwgc hru trit & dang méa hoa.

mmt (config) #enable secret cisco

Gio ta c6 thé kiém tra mat khau méi nay bang cach diang xuat khoi router va sau do
g0 enable. “Enable secret” la mot mat khau bb tro cao Cép hon “enable password”,
thire té thi no ghi dé “enable password”. Néu ban da thiét lap ca 2 loai mat khau nay
thi “enable secret” méi la mat khau ma ban cin dung dé vao Privileged mode con
“enable password” tuy van hién dién nhung hién tai da bi v0 hiéu hoa.
(@ Routert . i L B E=SEEN)

Physical ] Config \ CLI ‘

I0S Command Line Interface

Router>enable .~
Router#config terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname mmt

mmt (config) #enable password network
mmt (config) #enable secret cisco

mmt (config)F 2

$5YS-5-CONFIG_I: Configured from console by console
mmt#show running-config

Building configuration...

m

Current configuration : 584 bytes

1

version 12.2

no service password-encryption

!

hostname mmt

1

!

enable secret 5 $1SmERr$hx5rVt7rPNoS4wgbXKX7m0
enable password network

| copy || Paste |
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Lab 6: Setting the Banner MOTD (Message of the Day)
Thiét lap thong bao khi ding nhap vao router

A. Muc tiéu cia bai lab:
MOTD li théng bao duoc hién thi khi ai d6 ding nhap vao router. MOTD ¢6 thé duoc sir
dung dé cung cap théng tin V& router hoac hién thi cac thdng bao vé béo vé bao mat.

B. Chuin bi cho bai lab:
Ching ta tiép tuc sir dung Routerl.

C. Cac buéc thuc hién:
1. Kétndi toi Routerl va vao Privileged mode

Router>
Router>enable
Router#

2. Vao Configuration mode
Router#config t
Router (config) #

3. GO vao cau Iénh banner motd vatiép sau do la mot ky tu dinh gioi han (delimiting
character). Ky tu dinh gioi han s& duoc g8 vao tai phan cudi cua dong thdng bao dé
router s& biét duoc la khi ndo ta hoan thanh viéc gd vao thdng béo. Ky tu thuong sir
dung nhat 1a «z”.

Router (config) #banner motd z
Enter TEXT message. End with the character 'z'.

4. Bay gio, tasé gb vao thdng bao mudn hién thi Nic ding nhap vao router, khi can két
thic viéc gb thdng béo ta s& gb ky tu “z” va nhan Enter thi lap tuc thdng bao s& duoc
router hru lai. Vi dy, dé thiét lap MOTD Ia dong chir “Chao mung ban den voi Cisco
router” thi g0

Chao mung ban den voi Cisco router z
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'Q Routerl A := - Bxi !
Physical I Config | CLI

I0S Command Line Interface

mmt03>enable
Password:
mmtO03%#conf t©
Enter configuration commands, one per line. End with CNTL/Z.

| mmt03 (config) ¥banner motd z | H
Enter TEXT message. End with the character 'z'. |
Chao mung ban den voi Cisco router z l |

mmt03 (config) #exit
$5Y5-5-CONFIG I: Configured from console by console
mmtO03fexit

1

5. Dé xem thong bao trén, ta thoat khoi Configuration mode va sau dé thoat khoi router.
Nhan Enter dé quay tro lai va ta s& thiy duoc thdng béo vira dat o trén

'Q Routerl " T‘ g - [EETIEE )

a 5
Physical l Config | CLI \

10S Command Line Interface

Press RETURN to get started.

Chao mung ban den voi Cisco router

4

mmt 03>
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Lab 7: Copy command
Lénh copy

A. Muc tiéu cia bai lab:
Gi6i thiéu vé cac lénh copy ma Cisco 10S hd tro

B. Chuan bi cho bai lab:
Ching ta tiép tuc sir dung Routerl.

C. Cac bwéc thuc hién:
1. Hién thi ddu nhic lénh

Router>
2. Vao Privileged mode
Router>enable
Router#
3. Hién thi “running-config” hién tai dugc hru trong bd nhd RAM.
Router#show running-config

4. Thtr hién thi noi dung cua file ciu hinh dwoc luu trir trong b nhd NVRAM (dit lidu
trong NVRAM van con nguyén ven ngay ca khi khdng c6 ngudn dién cung cap cho
router), file nay duoc goi la startup-config. Hién tai ching ta chwa hru cau hinh vao
NVRAM nén khong c6 bat ky ndi dung nao duoc hién thi ¢ day

r "
& Routerl — S— = | B S

Physical l Config | CLI 1

I0S Command Line Interface

Router>enable -
Routerfshow running-config I
Building configuration...

Current configuration : 514 bytes
1

version 12.2

no service password-encryption

hostname Router
1

5. Copy noi dung cua running-config trong RAM vao NVRAM. Khi router khai dong,
n6 s& nap cau hinh duoc Iru trit trong NVRAM nay.

Routerf#copy running-config startup-config
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6. Bay gio, hién thi cau hinh dwoc Iwu trong NVRAM.
Router#show startup-config

(0 = b
@ Routerl . - - (= © ]

Physical I Config ‘ CLI \

I0S Command Line Interface

Router#copy running-config startup-config[ -
Destination filename [startup-config]?

Building configuration...

[CK]

Routerfshow startup—configl

Using 514 bytes

version 12.2
no service password-encryption
1

hostname Router
1

7. Néu mudn router khoi dong Ien ma khong nap bat ky cdu hinh nao (sau d6 ta s& cau
hinh lai cho router tir du) thi ta c6 thé x6a startup-config va nap lai router. Dé x6a
cau hinh trong NVRAM, ta gd

Routerf#erase startup-config

8. Gio ta can nap lai router. Router b&o cho ta biét Ia hién c6 mot ciu hinh dang nam
trong RAM va hoi ta xem c6 muén Iru lai ciu hinh d6 vao NVRAM truée khi nap lai
router khong. Vi ta khdng mudn hru lai running-config nén ta s& chon no

Router#reload

r ™
& Routerl E@M

Phyﬁcall Config ] CLI‘

10S Command Line Interface

ip ssh version 1 23
1

1

interface FastEthernet0/0
no ip address

duplex auto

speed auto

shutdown

'
interface FastEthernetl/0
no ip address

Routerferase starcup-configl

Erasing the nvram filesystem will remove all configuration files! Continu
firm]

[OK] L
Erase of nvram: complete =
$5YS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Roucer#| -

0

o
T
<

o

W

0

Ll

(]

——
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9. Sau router khai dong lai xong, gio ta xem lai file startup-config. Vi ta da khong hru
lai N6 & budc 8 nén hign khdng co thdong tin ndo trong startup-config ca.

Router#show startup-config

10. Giv ta d6i hostname cho router thanh mmt03
Router#config terminal
Router (config) #hostname mmt03
mmt03 (config) #exit

mmt03#

'd R
& Routerl E@lg

S St e S S T

Physical | Config | CLI

I0S Command Line Interface

Router>enable -
Router#show startup-confiq

startup-config is not present

Routerfconfig terminal|

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname mmt03
mmt03 (config) #exit
$S5YS-5-CONFIG I: Configured from console by console

mmt03freload

Proceed with reload? [confirm]y

$5YS5-5-RELOAD: Reload requested by console. Reload Reason: Reload Command
System Bootstrap, Version 12.1(3r)T2, RELEASE SCOFIWARE (fcl)

Copyright (c) 2000 by cisco Systems, Inc. b
PT 1001 (PTSC2005) processor (revision 0x200) with 60416K/5120K bytes of ﬂgl

Self decompressing the image :

| Restricted Rights Legend »

11. Sau khi d6i hostname, ta s& reload router va khi dwoc hoi ta s& dong ¥ hru lai cau hinh
vira thay doi nay.

mmt03#reload

12. Sau khi router reload xong, chudi mmt03 xuat hién trong ddu nhic lénh.
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Lab 8: Introduction to Interface Configuration
Céu hinh cé4c céng giao tiép (interface)

A. Muc tiéu cia bai lab:
Biét cach kich hoat va xem théng tin céc interface trén mot router.

B. Chuan bi cho bai lab:
Chlng ta sé sur dung Routerl va Router?.

C. Cac bwéc thuc hién:
1. Trén Routerl, vao Global Configuration mode

Router>enable
Router#conf t
Router (config) #hostname R1

2. Giod ta s& cau hinh cho interface FastEthernet (Fa). Dé lam diéu ndy, ta can truy nhap
vao ché d6 cau hinh cho interface (Interface Configuration mode — viét tit [a config-
if). G& lénh sau dé vao “config-if” danh cho Fa0/0

Rl (config) #interface Fal0/0
Rl (config-if)#

3. Dé xem tat ca cac cau lénh hién c6 thé st dung trong “config-if”
Rl (config-if)#?

4. Trong @6, IBnh shutdown dugc ding dé titvd hiéu hoa interface
shutdown Shutdown the selected interface

Pé lam didu nguoC lai cia mot Iénh nao do, ta thém chir “no” déng trudc Enh do.
Vay lénh sau sé gilp ta kich hoat lai Fa0/0 trén Routerl

Rl (config-if)#no shutdown
5. Gio thém phan md ta cho interface nay

R1 (config-if)#description This is FastEthernet0/0

interface on the Routerl

6. Dé xem phan mo ta vira thiét lap ¢ trén ta trd lai Privileged mode va thuc hién 1énh
show interface

24
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Rl (config-if) #end

Rl#show interface

Routerl -— T

— =
Physical | Config | CLI ‘

10S Command Line Interface

Router>en -
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R1

R1 (config) #interface Fa0/0

R1(config-if) $?

arp Set arp type (arpa, probe, snap) or timeout
bandwidth Set bandwidth informational parameter
cdp CDP interface subcommands
delay Specify interface throughput delay
description Interface specific description
duplex Configure duplex operation.
exit Exit from interface configuration mode
ip Interface Internet Protocol config commands
mac-address Manually set interface MAC address
no Negate a command or set its defaults
K _shutdown Shutdown the selected interface )
speed Configure speed operation.

R1 (config-if) #no shutdown |

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
R1 (config-if) #description This is FastEthernet0/0 interface on the Router1|
R1(config-if)#end
$5YS-5-CONFIG I: Configured from console by console
Rif#show interface
FastEthernet0/0 is up, line protocol is down (disabled)
Hardware is Lance, address is 0090.0cbd.21b4 (bia 0090.0cbd.21b4)
Descripcion:@is is FastEthernet0/0 interface on the Rouce@
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, rely 255/255, load 1/255 -

S — = —

7. Bay gio ta két ndi téi Router2 va vao ché do “config-if” cua Fa0/0
Router#conf t
Router (config) #hostname R2
R2 (config) #interface Fa0/0
8. Kich hoat interface nay Ién
R2 (config-if)#no shutdown

9. Hién tai cong Fa0/0 trén R1 duoc ndi véi cong Fa0/0 trén R2 va ca 2 cong Fa0/0 & 2
dau cua két ndi nay déu di dwoc enable dé ching c6 thé “thdy” nhau bang cach sir
dung CDP. Chay Iénh sau trén R2 dé xem tat ca cac Cisco router dang duoc két ndi
truc tiép véi no.

R2 (config-if) #end

R2#show cdp neighbors
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'QQ Router2 -—» L A ® o | &

Physical [ Config | CLI ‘ |

I0S Command Line Interface
Router>en e
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface Fa0/0
Router (config-if) #no shutdown

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed .
o up

Router (config-if) fexit

Router (config) #hostname R2

R2 (config) #exit

$5YS-5-CONFIG I: Configured from console by console

R2#show cdp neighbors |

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

[l S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone|z
Device ID Local Intrfce Holdtme Capability Platform Port ID
R1 Fas 0/0 138 R PT1000 Fas 0/0
R2%

\

Cau hinh va xem xét théng tin vé cac interface
Xem xét cac interface

Router c6 thé c6 nhiéu loai interface nhu token ring, FDDI, Ethernet, Serial, ISDN...
Thuong ta mudn xem trang thai vé cac thiét lap cua ching. C6 mot vai lénh quan
trong can nam & day va show interfaces 1d mot trong nhirng lénh quan trong hon ca

Router#show interfaces

Lénh trén s& xuit ra cac thong tin vé mdi interface. Trong trudng hop ndy, ta thiy
rang interface Fa0/0 dang bi tam ngung hoat dong (administratively down). Diéu ny
c6 nghia 14 cong Fa0/0 bj tat bai lénh shutdown.

i = = ™
@& Routerd li‘ﬂlﬁ

Physical ] Config ! CLI |

I10S Command Line Interface

Router¥show interfaces | -
FastEthernet0/0 is@inistratively down, line protocol 1is do@(disabled
Hardware is Lance, address is 000a.414b.dld2 (bia 000a.414b.d1d2)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, rely 255/255, load 1/255
Encapsulation ARPA, loopback not set

Interface is Line protocol is | Y nghia

administratively | Down Interface bi tit béi Ienh shutdown

down

up Down Cap dugc dau noi ding nhung chua nhan duoc
keep alive (g6i tin cho biét lién két dang hoat
dong tot) cua router ¢ dau két ndi bén kia.

26
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down Down Tryc trac ¢ cap noi hodc chwa dat gia tri clock
rate trén DCE hogc interface cua router ¢ dau
bén kia bij tat

up Up Pay Ia diéu ta muon: két noi hoat dong binh
thuong

Ban c6 thé xem théng tin chi tiét vé mot interface cu thé nao dé, vi du Serial2/0, Voi
lénh sau:

Router#show interface Serial2/0
Con dé xem théng tin tom hrgc cua tat ca céc interface, ta co lénh:

Router#show ip int brief

[ @& Router3 =[5 [ |

Physical | Config | CLI

10S Command Line Interface

-
Router>en

Router#show ip int brief I

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 unassigned YES manual administratively down down
FastEthernetl/0 unassigned YES manual administratively down down
Serial2/o0 unassigned YES manual administratively down down
Serial3/0 unassigned YES manual administratively down down

Piéu ndy gilp ta nhan dién nhanh chdng trang thai cua tit ca céc interface
Xem xét cac Controller

Controller 13 bo phan cua interface ¢ nhiém vu tao ra cac két ndi vat Iy. Didu quan
trong nhat ma ta can biét 1 loai cap nio duoc gin vao cong Serial.

Cép DTE (data terminating equipment) la loai cap ma ta thwong hay sir dung. DTE
c6 nghia rang ta dang mong cho dau cudi bén kia cung cap clocking.

Cap DCE (data circuit-terminating equipment) c6 nghia I thiét bi ndy s& phai cung
cap clocking trén duong truyén.

Lénh show controllers s&gilp ta biét duoc interface nao d6 1 DCE hay DTE.

Router#show controllers Serial2/0
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& Routerl . - = B

Physical I Config ‘ CLI ‘

I0S Command Line Interface

Router>en

Routerfshow controllers Seria12/0|

Interface Serial2/o0

Ha e is PowerQUICC MPC8&0

{DCE V.35,)no clock

idb at 0x81081AC4, driver data structure at 0x81084ACO
SCC Registers:

C4u hinh cho interface

Néu mot interface nao d6 bi khoa lai boi Iénh shutdown (administratively down). Ban
phai vao Configuation mode (config), sau do truy nhap vao Interface Configuation
mode (config-if) danh cho interface do, va cudi cing, chay knh no shutdown.
Duéi day la hinh minh hoa cach kich hoat cho interface FaO/0 trén Routerl.

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface Fa0/0

Router (config-if) #no shutdown

m

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
Router (config-if)# -

Néu interface [a DCE, ban phai cung cap gid tri clocking st dung kénh clock rate

| |Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface Serial2/0

Router (config-if) #clock rate 56000

Router (config-if) #end

$5Y5-5-CONFIG_I: Configured from console by console

Routerﬂ

m

1

That hiru ich dé thém phan mo ta y nghia cua interface sir dung knh description

Routerfconf t

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) #int fa0/0

I Router (config-if)#description This is a FastEthernet interface (-
Router (config-if) #end

$5YS5-5-CONFIG I: Configured from console by console
Roucerﬂ

m

1

Strdung lénh show running-confighoac show interfaces hoac show
controllers déxem nhitng thay doi ma ta vira tao ra & trén.

28
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Lab 9: Introduction to IP (Internet Protocol)
Giao thirc IP

A. Muc tiéu cia bai lab:
Céu hinh dia chi IP cho c4c Router 1, 2 va 4 va sir dung lénh ping dé kiém tra két ndi
gitra chung.

B. Chuan bi cho bai lab:
Ching ta sé sir dung Routerl, Router2, Router4.

f& J

. 10.1.1.2/24 10.1.1.1/24
5o~ Fa0/0 =

l G arh —————————— _@l 0 ’

Router-PT Routher2/0 172.16.10.1 /24
Router2 Rolferl

Ser2/0
172.16.10.2 /24
3

I~
5]
Router-PT
Router4

C. Cac buéc thuc hién:
Céau hinh cac dia chi IP

1. Pau tién, kétndi t6i Router] va dat hostname cho né la R1
Router>en
Router#conf t
Router(config) #hostname R1

2. Vao ché do Interface configuration dé dat dia chi IP cho céng fa0/0 trén Routerl
R1 (config) #interface fa0/0

3. Dit dia chi IP cho cho cong £10/0 ndy nhu sau
R1 (config-if)#ip address 10.1.1.1 255.255.255.0

4. Kich hoat interface fa0/0 nay IEn
Rl (config-if)#no shutdown

29
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(ot —
Phyﬁcall Config I CLI

I0S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl (config) #interface fa0/0

Rl (config-if)#ip address 10.1.1.1 255.255.255.0

Rl (config-if)#no shutdown

Rl (config-if) #exit

5. Gio dat dia chi IP cho interface Serial2/0 trén R1 nhu sau

Rl (config) #interface Ser2/0
Rl (config-if) #ip address 172.16.10.1 255.255.255.0
Rl (config-if) #no shut

6. Mo CLI cua Router2 Ién

7. Gan hostname cho n6 la R2
Router>en
Router#conf t
Router (config) #hostname R2

8. Dit dia chi IP cho cong £a0/0 trén R2 niy nhu sau
R2 (config) #interface fa0/0
R2 (config-if)#ip address 10.1.1.2 255.255.255.0

9. Kich hoat interface nay Ién
R2 (config-if)#no shutdown

" ) . - = - -
& Router2 " ...
e oy

Phyﬁcal] Config | CLI

I0S Command Line Interface

Router>en

Router#conf t

" Enter configuration commands, one per line. End with CNTL/Z.
i Router (config) #hostname R2

R2 (config) #intexrface £fald/0

1 R2 (config-if) #ip address 10.1.1.2 255.255.255.0

R2 (config-if) #no shutdown
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10. Gio ta truy cap vao CLI cua Router4

11. Gan hostname cho Router4 va sau d6 dit dia chi IP cho cong Serial2/0 nhu sau
Router>en
Router#conf t
Router (config) #hostname R4
R4 (config) #interface Ser2/0
R4 (config-if)#ip address 172.16.10.2 255.255.255.0
12. Tiép tuc kich hoat cong Serial2/0 trén R4

R4 (config-if)#no shutdown

& Router4 - e - e - lﬂl@_lﬁ

Physical I Config l CLI ’

I0S Command Line Interface

Router>en -
Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R4

R4 (config) #interface Ser2/0

R4 (config-if)#ip address 172.16.10.2 255.255.255.0

R4 (config-if) #no shutdown

13. Két ndi tro lai t6i Routerl

14. Thir ping t6i cong fa0/0 trén Router2
Rl (config-if) #ping 10.1.1.2

15. Thir ping t6i cong Serial2/0 trén Router4d
Rl#ping 172.16.10.2

Riden
Ri#ping 10.1.1.2'

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/6 ms

Ri#ping 172.16.10.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:

Lom|

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/5 ms
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16. Kiém tra va bao dam trang thai duong két ndi va trang thai giao thirc cua cac interface
trén Router déu “UP”

Rl#show ip interface brief
Interface IP-Address OK? Method Status Protocol
I
[FastEthernetO/O 30 1. YES manual up up >
FastEthernetl/0 unassigned YES manual administratively down down
3 L §
Qisrlal2/0 172.16.10.1 YES manual up up

17. Xem ndi dung cua running-config va kiém tra xem viéc dat IP da ding chua
Rl#show running-config
18. Xem thdng tin chi tiét vé& IP cho mdi interface

Rl#show ip interface

interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0
duplex auto

speed auto —

1
interface FastEthernetl/0
no ip address

duplex auto

speed auto

shutdown

interface Serial2/0
ip address 172.16.10.1 255.255.255.0

) H
interface Serial3/0
no ip address

et ol
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Lab 10: ARP
Giao thirc ARP

A. Muc tiéu cia bai lab:
Xem théng tin trong bang ARP

B. Chuan bi cho bai lab:
Chlng ta sé sur dung Routerl va Router?.

4 Cisco Packet Tracer - E/UIT/HK 6/Thiet bi Mang/Packet Tracer files/Lab 8 - Basic Config Interfacepkt PR

File Edit Options View Tools Extensions Help

Logical [Root] New Cluster Move Object Set Tiled Background Viewport

(5,
11

| e o,
Router-PT Router-PT
Routerl Router2

A ot

Time: 00:19:16 I Power Cycle Devices Realtime h]

e

| Routers | [ ‘emamos Gsznos Ty [ nNew || Delete |
==, < mn » 0 A
! g L s = e [Toggle PDU List Wlndow] — -

@ e . m‘{" \%i @% (7@ ;%‘ a y Seenario 0 - Fire Last Status Source Destin '

C. Cac buéc thyc hién:
1. Kétndi toi Routerl (cd hostname [a R1) va xem bang ARP cua no.
R1l>en
Rl#show arp

2. Gan dia chi IP cho cng Fa0/0 trén R1.
Rl#conf t
R1 (confiqg) #interface fa0/0
Rl (config-if)#ip address 10.1.1.1 255.255.255.0
Rl (config-if)#no shutdown
R1 (config-if) #end
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3. Xem hi bang ARP cua R1. Lic ndy ta thiy xuat hién mot dong (entry) duy nhat I
thdng tin vé cong Fa0/0 trén R1
Rl#show arp

Q Routerl . 'S T - ’ ‘ - M
Physical | Config | cLI

10S Command Line Interface

Rl>en |2
Rl#show arp

Ri#¥conf ¢t

Enter configuration commands, one per line. End with CNTL/Z.
R1 (config) #interface £fa0/0

Rl (config-if)#ip address 10.1.1.1 255.255.255.0

Rl (config-if)#no shutdown

R1(config-if) #end |
$5YS-5-CONFIG I: Configured from console by console

Ri#show arp

] Protocol Address Age (min) Hardware Addr Type Interface
Internet (20.1.1.1 - 000A.F310.38BA) ARPA  FastEthernet!
Rl#show run

4. Truy cap vao CLI cta Router2 (c6 hostname la R2)

5. Dit dia chi IP cho cong Fa0/0 trén R2 nhu sau
R2>en
R2#conf t
R2 (confiqg) #interface fa0/0
R2 (config-if)#ip address 10.1.1.2 255.255.255.0
R2 (config-if)#no shutdown
R2 (config-if) #end

6. Hién ta da c6 mot két ndi gita 2 cong Fa0/0 trén R1 va R2. Dé chic rang két ndi nay
hoat dong tét, trén R2 ta ping thir toi dia chi IP cua cong Fa0/0 trén R1.

R2#ping 10.1.1.1

p . =
=
& Router2 [ |

; -
Physical | Config | CLI

10S Command Line Interface

R2>en

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #interface fa0/0

R2 (config-if) #ip address 10.1.1.2 255.255.255.0

R2 (config-if) #no shutdown

I R2 (config-if) #end

| $5¥S-5-CONFIG I: Configured from console by console

R2#ping 10.1.1.1|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

VSuccess rate is 80 percent (4/5)), round-trip min/avg/max = 2/3/6 ms

F‘
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7. Gio xem lai bang ARP trén R1 va déy thiy Ia da xudt hién thém mot entry danh cho
cong Fa0/0 trén R2.
Rl#show arp

& Routerl _r e E - o=
Physical ] Config ‘ CLI |

I0S Command Line Interface

Protocol Address Age (min) Hardware Addr Type Interface
Internet @) S Rish Rish F - O00OA.F310.38BR\ ARPAR FastEthernet!
Internet \10.1.1.2 1 0060.702D.3A8 ARPR FastEthernet!
R1%

8. Gio ta s& xay dung lai bang ARP trén R1, chay knh sau dé x6a thdng tin trong bang
ARP nay.
Rl#clear arp

9. Xem lai bang ARP cua R1 lan cudi va ghi nhan lai cac entry trong do.
Rl#show arp

@& Routerl - e - ™ - )
Physical I Config ] CLI \

I0S Command Line Interface

-~
Rl%clear arp I

Rl%show arp

Protocol Address Age (min) Hardware Addr Type Interface N
Internet 10.1.1.1 = O0O0OA.F310.38BA ARPA FastEthernet!
Internet 10.1.1.2 0 0060.702D.3A8B ARPA FastEthernet!

R1%
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Lab 11: Creating a Host table
Tao bang Host

A. Muc tiéu cia bai lab:
Lam quen voi bang host cua router. Ta sir dung bang host dé dit tén cho dia chi IP
thuong hay sir dung, tic A ta s& c6 mot ciap anh xa giira tén (dang chudi ky tu) va dia chi
IP (dang sd).

B. Chuén bi cho bai lab:

Ching ta s& str dung Router]l va Router2. Hai router ndy duoc ndi lai v6i nhau (bang cap
chéo) str dung cong Fa0/0 trén mdi router nhu hinh sau

@& Cisco Packet Tracer - E/UIT/HK GlThietv‘E Mang/Packet Tracer ﬁ;es/Labvll x Ereating a Host table.pkt E@]ﬂ
File Edit Options View Tools Extensions Help

ACIEEL TS

Logical [Root] New Cluster Move Object Set Tiled Background Viewport
.V_|
-
JX: 3;1[ Ly
| 2|
| ,
P.-WQ._________EP/O
Router-PT Router-PT
Router1 Router2

Ea P x [

Time: 00:07:40 I Power Cycle Devices Realtime

D Scenario 0 . |Fire LastStatus Source De

g o s \ (3 =
Bae 0> |FB S S &S
g A s d= _l ‘ 1 | Y Toggle PDU List Window I
y ice to Drag and Drop to th ] »

— — =

C. Cac bwéc thuc hién:
1. Truy cap vao CLI cua Routerl va vao Privileged mode
Router>enable
Router#

2. Vao Configuation mode va dat hostname cho Routerl la hn
Routerf#conf t
Router (config) #hostname hn
hn (confiqg) #

3. Dit dia chi IP cho cong Fa0/0 trén Routerl va kich hoat cong nay lén nhu sau
hn (config) #interface fa0/0
hn (config-if)#ip address 195.42.36.10 255.255.255.240
hn (config-if)#no shutdown

36
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& Routerl

Phyﬁcall Config | CLI

I0S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname hn

hn (config) #interface fald/0

hn (config-if)#ip address 195.42.36.10 255.255.255.240]

hn (config-if) #no shutdown

4. Gio ta truy cap vao CLI cua Router2 va vao Privileged mode
Router>enable
Router#

5. Vao Configuation mode va dat hostname cho Router2 la hcm
Routerf#conf t
Router (config) #hostname hcm
hcm(confiqg) #

6. Dit dia chi IP cho cong Fa0/0 trén Router2 va kich hoat cong nay 1én nhu sau
hcm(config)#interface fa0/0
hcm(config-if) #ip address 195.42.36.12 255.255.255.240
hcm(config-if) #no shutdown

- - = == -
& Router2 >

Phyﬁcall Config | CLI

I0S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname hcm

hcm (config) #interface fad/0

hcm(config-if) #ip address 195.42.36.12 255.255.255.240]
hcm(config-if) #no shutdown

7. Thoét khoi “config-if” mode. Gid ta khdng muén phai gd vao dia chi IP cua cong
Fa0/0 trén Routerl (hn) mdi lan ta thir ping t6i dia chi IP d6 nén ta s& tao ra mot entry

37
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trong bang host cta Router2 (hcm) la dnh xa giita hostname cua Routerl (la hn,
nhung that ra ban chon mot tén khac bat Ky cling duoc) va IP [a 195.42.36.10

hcm(config-if) #exit
hcm(confiqg) #
hcm(config)#ip host hn 195.42.36.10

& Router2 )

Physical l Config | CLI ‘

I0S Command Line Interface

hcem (config-if) #¥exit

hcm(config) #

hcm (config) #ip host hn 195.42.36.10|
hcm (config) #exit

8. Sau do, ta da c6 thé ping toi dia chi IP cta cong Fa0/0 trén Router2 sir dung hostname

& hn ctia no
hcm(config) #fexit
hcm#ping hn

9. Xéc nhan lai rang entry & trén di co trong bang host cua Routerl vai knh sau

hcm#show hosts

& Router2 < ==

Physical | Config ' CLI ‘

I10S Command Line Interface

hcem#ping hn|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 195.42.36.10, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 2/3/5 ms

hcm#show hostsl

Default Domain is not set
[ Name/address lookup uses domain service
J| |Name servers are 255.255.255.255

Codes: UN - unknown, EX - expired, OK - CK, ?? - revalidate
temp - temporary, perm — permanent
NA - Not Applicable None - Not defined

i Host Port Flags Age Type Address (es)
(in None (perm, OX) 0O IP 195.42.36.10)

hcmfcopy run start

[
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Lab 12: Static Routes

A. Muc tiéu cia bai lab:

ang

C4u hinh Static Route

bat dia chi IP cho cac interface trén cac Router 1, 2 va 4 va sau d6 thém cac “static
route” vao bang dinh tuyén trén cac router ndy dé ching c6 thé lién lac duoc v6i nhau.

Thiét lap cac static

o wbdhE

B. Chuin bij cho bai lab:

route.

bit hostname cho céc router va kich hoat céc interface cua ching.
Ping qua lai giita cac interface dwoc két ndi truc tiép voi nhau.,

Xem bang dinh tuyén (routing table).
Kiém tra lai la cac router c6 thé ping qua lai lan nhau.

Chlng ta sé s dung Router 1, 2 va 4.

C. Cac bwéc thyc hién:

1. Duéi day 1 so d6 két ndi giira cac router va cac dia chi IP duoc gan cho cac interface

trén cac router.

N

(<}

l"‘;,’FaO/O
Router-PT
Router2

10.1.1.2 /24

10.1.1.1 /24

~

€W 12510124
RoutﬁerZ[O

Rougerl

125102 /24 >

S

Router-PT
Router4

m

r

2. Sau khi cAu hinh xong dia chi IP trén mdi interface nhu trong hinh trén, ta s& sir dung
lenh ping dé kiém tra rang cac router duoc ndi truc tiép nhau thi c6 thé lién lac duoc
voi nhau. Tirc 1 khi ban dang ¢ Routerl thi ban c6 thé ping téi cong Fa0/0 cua
Router 2 va cong Ser2/0 cua Router 4.
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Rl>en -
Rijconf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config) #interface £a0/0 |

Rl (config-if)#ip address 10.1.1.1 255.255.255.0

Rl (config-if)#no shutdown

R1(config-if) #exit

R1(config) #interface ser2/0

Rl (config-if)#ip address 12.5.10.1 255.255.255.0

R1(config-if)#no shutdown

R1(config-if) #exit

R1(config)#°Z

$5YS-5-CONFIG I: Configured from console by console

Rifping 10.1.1.2' =

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

mn

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/5 ms

Rifping 12.5.10.2 T

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.5.10.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/3/4 ms

R1# >

Trén Router 2: dat IP cho cong Fa0/0 va ping thir t6i cong Fa0/0 cuia Router 1

R2>en 4
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) #interface fal0/0

i R2 (config-if)#ip address 10.1.1.2 255.255.255.0

i R2 (config-if) #no shutdown

I R2 (config-if) fexit

I R2 (config) $#°2Z
||

|

$5YS-5-CONFIG I: Configured from console by console

R2#ping 10.1.1.1|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 4/4/5 ms

R2%#

Trén Router 4: dat IP cho cong Ser2/0 va ping thir téi cong Ser2/0 cua Router 1

R4>en

Ré4#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R4 (config) #interface ser2/0
il R4 (config-if)#ip address 12.5.10.2 255.255.255.0 ||
R4 (config-if)#clock rate 56000
R4 (config-if) #no shutdown

R4 (config-if) #exit

R4 (config) #°Z

$5YS5-5-CONFIG I: Configured from console by console

R4#ping 12.5.10.1| B

=

m

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.5.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/5 ms

| |R4# ||
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3. Gio ta bit dau cau hinh static route trén mdi router. DAu tién, xem xét R1. Ta can tao
c4c static route ti bat ky vi tri (node) ndo ma chwra dwoc két ndi truc tiép voi R1.
Nhung 16 rang, R1 hién dang duoc két ndi truc tiép toi ca Router 2 va Router 4 vi thé
ta khdng can cau hinh bat ky static route nao trén R1. Ké tiép, ta s& két ndi toi R4.

4. Gid vao Configuration mode trén R4 va nghi vé cAu lénh ndo duoc dimg dé cau hinh
static route cho nd? Hién ta biét duoc rang R4 khong thé lién lac véi R2 bai 2 router
nay khong duoc ndi truc tiép véi nhau. Cong Ser2/0 ciia R4 c6 dia chi IP thusc mang
12.5.10.0 va duoc ndi Vi cong Ser2/0 cua R1. R1 ciing duoc két ndi truc tiép t6i
mang 10.1.1.0 [a mang ma ta muén R4 t6i duoc. Vay trong trudng hop ndy ta sé can
mot static route cho mang 10.1.1.0. Trén R4, g8 Iénh sau dé thiét lap mot static route
toi mang 10.1.1.0 nay

R4 (config) #ip route 10.1.1.0 255.255.255.0 12.5.10.1

Ching ta vira tao trén R4 mot route dé téi mang 10.1.1.0. Gio thi bét cir khi ndo mot
g06i tin duwoc giri cho mang 10.1.1.0 thi n6 s& dwoc guri téi router c6 dia chi IP la
12.5.10.1 (¢ day la cong Ser2/0 cua R1).

5. Hay xem ta di c6 duoc diéu gi qua budc 4. Lic chua tao static route trén, ta biét ro la
c6 thé ping thanh cong téi cong Ser2/0 cta R1 nhung lai khong thé ping t6i cong
Fa0/0 cia R1. Giv ta vira thiét lap mot route téi mang 10.1.1.0. Dé chic rang route
ndy hoat dong tét, ta sé& thir ping téi cong Ser2/0 cua R1, Fa0/0 cua R1 va Fa0/0 cua
R2.

R4#ping 12.5.10.1
R4#ping 10.1.1.1
R4#ping 10.1.1.2

Réfping 12.5.10.1 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 12.5.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5!} round-trip min/avg/max = 2/2/4 ms

R4#ping 10.1.1.1'

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:
.....

\§3ccess rate is 100 percent (5/5)) round-trip min/avg/max = 3/3/5 ms

R4#ping 10.1.1.2|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

]

T
\gfccess rate is 0 percent (0/5)

R4# -
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6. Qua kétqua ciia 3 lénh ping dwoc thé hién nhu trong hinh trén ta thay, chi c6 duy nhét
dia chi IP 10.1.1.2 (cong Fa0/0 cua R2) la khong hé gui lai bat cir goi ICMP reply nao
cho R4, tai sao lai nhu vay?

Ban thtr hinh dung va suy luan thé ndy: mot gi tin ludn chuyén trong mang (trong
truong hop nay la goi tin ICMP echo ma R4 gui t6i 10.1.1.2) c6 dia chi mang dich [a
10.1.1.0 khi t6i R4 thi dua vao static route (dwgc lwu trong bang dinh tuyén cua R4) ¢
trén ma R4 s& quyét dinh ddy goi tin d6 ra ngoai cong Ser2/0 ciia N6 va chuyén téi
cong Ser2/0 cua R1. Va do R1 duoc két ndi truc tiép véi mang 10.1.1.0 nén R1 s& gri
g0i tin ra ngoai cong Fa0/0 cua no.

Sau d6, R2 nhan duoc goi tin ma vira R1 gri t6i va nd muén phan hoi lai cho R4 mot
thong diép dé bao rang “Nay, ban da tim thay t6i rdi!”. R2 bat dau kiém tra goi tin va
thdy rang dia chi IP nguon & 12.5.10.2 (céng Ser2/0 ciia R4) nhung trong bang dinh
tuyén cta R2 hién chua co6 route ndo danh cho mang 12.5.10.0 (ma 12.5.10.2 thugc
V&) nén nd danh huy bo (drop) goi tin ndy va dong thoi khdng guri lai goi tin phan hoi
cho R4. B¢ 1a Iy do tai sao R4 khéng nhan dugc gdi ICMP reply nao khi ping toi
10.1.1.2.

7. Xem bang dinh tuyén ciia R4 dé dam bao co ton tai static route ma ta vira tao & trén

( & Routerd o=

Physical | Config | CLI

10S Command Line Interface
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state 7|,

|Ré4>en

R4#show ip route

[codes: ¢ - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - pSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inte
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets
G 10.1.1.0 [1/0] via 12.5.10.1)

12.0.0.0/24 is subnetted, 1 subnets
c 12.5.10.0 is directly connected, Serial2/0
R4%#

4 [[Lm

Copy Paste

8. Dé hoan tat viéc cau hinh static route nhim dam bao 3 router déu lién lac duoc véi
nhau thi ta can két ndi téi R2 va tao mot static route cho mang 12.5.10.0 (mang ma
R4 két ndi truc tiép t6i). GB lénh sau trong CLI cua R2




W CCNA Lab Series | manthang

R2 (config) #ip route 12.5.10.0 255.255.255.0 10.1.1.1

Piéu ndy co nghia rang bat ctr goi tin ndo R2 giri téi mang 12.5.10.0 s& phai di qua
10.1.1.1 (cong Fa0/0 ciia R1) trudc.

9. Tro lai R4 va chic rang ta c6 thé ping téi tat ca céc interface hién dang hoat dong

@ Routerd . _. - . ‘ L‘:'_l%

Physical | Config ‘ CLI l

I0S Command Line Interface
C 12.5.10.0 is directly connected, Serial2/0

R4#ping 10.1.1.2 I

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5)) round-trip min/avg/max = 4/8/18 ms

R4#ping 10.1.1.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/5 ms

10. Xem qua bang dinh tuyén cua R2

& Router2 . -‘ =

Physical ] Config ‘ CLIil

I0S Command Line Interface

R2#conf ¢ %
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)#ip route 12.5.10.0 255.255.255.0 10.1.l.l|
R2 (config) #°Z
$5YS5-5-CONFIG I: Configured from console by console
R2#show ip routel
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i ‘=7I5=1S; Bl —I5-I5 lewel-1, /E2" = I5-15 1evel-2, da - I5-IS: inte]
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route f

l| |Gateway of last resort is not set

I 10.0.0.0/24 is subnetted, 1 subnets = Ll
c 10.1.1.0 is directly connected, FastEthernet0/0
12.0.0.0/24 is subnetted, 1 subnets =
S 12.5.10.0 [1/0] via 10.1.1.1) 4
R2% -
,
———

Pé y dong duoc khoanh vién mau xanh ta s& thiy c6 ky tu S c6 nghia I static route.
Ké tiép ta xem mang dich va théng tin vé subnet. [1/0] lan hrot cho ta biét gia tri
administrative distance (mic dinh 1 “1”) va gia tri metric (trong trudong hop k& s6
lrong hop) ¢ day I bang 0. Cubi cing dé di téi mang 12.5.10.0 nay thi goi tin s& can
ditéi dia chi 10.1.1.1.
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Lab 13: RIP
CAu hinh RIP

A. Muc tiéu cia bai lab:
Pit dia chi IP cho cac interface trén cac Router 1, 2 va 4 va sau do cau hinh RIP cho cac
router. Cu thé ta s& lam céc cong viéc sau:

bit hostname cho céc router va kich hoat céc interface cua ching.

CAu hinh RIP.

Chon céc mang duoc két ndi truc tiép vai nhau.

Xem bang dinh tuyén.

Xem théng tin vé giao thic RIP.

o wbdhE

B. Chuin bij cho bai lab:
Chlng ta sé s dung Router 1, 2 va 4.

C. Cac bwdéc thuwc hign: (cach lam cua buéc 1 va 2 cua 2 bai lab 12 valab 13 nay kha
giéng nhau, chi khac nhau ¢ cdc dia chi IP dwroc gan cho céc interface)

1. Dudi day 1a so d6 két ndi giira cac router va céc dia chi IP duoc gan cho céc interface
trén céc router.

10.1.1.2 /24 10.1.1.1 /24
So9Fa0/0, Fa0/o,, o e
U 017216101 124
Router-PT Rou{®ser2/0
Router2 Rolfert

er
172.16.10.2 124§

=

2. Sau khi d3 ciu hinh xong cac dia chi IP cho mdi interface ta can kiém tra xem céc
Router 1 ‘hang xém’ ctia nhau (duoc két ndi truc tiép véi nhau) c6 thé “thiy” nhau
(lién lac duoc) hay khong.

3. Gio ta di vao budc cau hinh RIP lam giao thirc dinh tuyén cho céc router. That dé
dang dé cau hinh voi RIP; dau tién ta can vao Configurarion mode trén R1.
R1#
Rl#config t
R1 (config) #
4. GB lenh sau dé cau hinh RIP cho R1.
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R1 (config) #router rip
Rl (config-router) #

5. Thém cac mang ma R1 két ndi truc tiép toi.
R1 (config-router) #fnetwork 10.0.0.0
Rl (config-router) #network 172.16.0.0

(@@ Routert ¢ T EEEs R =B s

Physical l Config { CLI ’

I0S Command Line Interface

Ri>en

Ri%conf t

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #router rip

Rl (config-router) #network 10.0.0.0
Rl (config-router) #network 172.16.0.0
Rl(config-router)#“4
$5Y5-5-CONFIG I: Configured from console by console

6. Ta vira cdu hinh RIP cho R1, gio két ndi toi R2 va vao Configuration mode

R2#
R2#config t
R2 (confiqg) #

7. Céau hinh RIP cho R2.
R2 (config) #router rip
R2 (config-router) #

8. Thém (c4c) mang ma R2 két ndi truc tiép tGi.
R2 (config-router) #network 10.0.0.0

rﬁf Router2 - -

Phyﬂcall Config I CLII

I0S Command Line Interface

R2>en

R2#conf ¢

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #router rip

R2 (config-router) #network 10.0.0.0
R2 (config-router) #°Z
$5YS-5-CONFIG I: Configured from console by console

9. Tiép theo tasé cau hinh RIP cho R4. Két ndi t6i R4 va vao Configuration

mode
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R4#
R4#config t
R4 (config) #

10. Cu hinh RIP cho R4,
R4 (config) #router rip
R4 (config-router) #

11. Thém (cac) mang ma R4 két ndi tryc tiép toi.
R4 (config-router) #network 172.16.0.0

& Router4 E‘M

Physical | Config | CLI l

I0S Command Line Interface

R4>en -
R4#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config) #router rip

R4 (config-router) #network 172.16.0.0
R4 (config-router)#"Z
$5Y5-5-CONFIG _I: Configured from console by console

12. Ta vira cau hinh RIP cho tit ca cac router. Nhan CtrhZ dé thoat khoi Privileged
mode Vva xét xem ta c6 thé ping t6i cac router khong duoc két ndi truc tiép voi nhau
(gira R2 va R4) hay khong. Tur R2, thir ping téi cong Ser2/0 ciia R4 c6 dia chi IP I
172.16.10.2.

Q Router2 E@Q

Physical I Config ‘ CLI l

I0S Command Line Interface

- T

R2#ping 172.16.10.2 | 2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:

@:cess rate is 100 percent (5/55), round-trip min/avg/max = 6/7/9 ms

R2%

13. Két ndi t6i R4 va ping thir t6i cong Fa0/0 ciia R2 c6 dia chi IP |a 10.1.1.2.
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(" iR
& Router4 E@g

Physical | Config I CLI ‘

I0S Command Line Interface

R4#ping 10.1.1.2] -~

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5)) round-trip min/avg/max = 7/8/10 ms

R4%

14. Néu R2 va R4 c6 thé ping thanh cong nhau thi ta ciing da cdu hinh dinh tuyén st
dung RIP thanh cong. Gio ta xem bang dinh tuyén cua R4

R4#show ip route

o W o — - b= | e
- L -

——
- . & - ) S
Physical I Config ’ CLI ’

10S Command Line Interface

R4#show ip roucel -

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i:=-I8-I§5, L1l =-I5-1I5 level-1, L2 =-IS-IS level-2, ‘ia =-IS-IS inte:
* — candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

| —

(R 10.0.0.0/8 [120/1] wvia 172.16.10.1, 00:00:04, Seria12/0>
172.16.0.0/24 is subnetted, 1 subnets

Cc 172.16.10.0 is directly connected, Serial2/0

R4#

15. Xem thdng tin V& (cac) giao thirc dinh tuyén ma R4 dang sir dung
R4#show ip protocols

& Router4 e ¢ S — E‘m
& ol d -

—
- . = il 3 e
Physical I Config | CLI

I10S Command Line Interface

563

R4#show ip protocols I

Routing Protocol is "rip™

Sending updates every 30 seconds, next due in 19 seconds

Invalid after 180 seconds, hold down 180, flushed after 240

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Redistributing: rip

Default version control: send version 1, receive any version
Interface Send Recv Triggered RIP Key-chain
Serial2/0 1 273

Automatic network summarization is in effect
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Lab 14: Troubleshooting RIP
Chén doan va xir ly sw c6 véi RIP

A. Muc tiéu cia bai lab:
Pit dia chi IP cho céac interface trén cac Router 1,2 va 4 va sau d6 cau hinh RIP cho cac
router. Sau do, ta s& quan sat cac hoat dong dinh tuyén sir dung lénh debug ip rip. Con dé
xem xét c4c route trong bang dinh tuyén ta sir dung lénh show ip route.

B. Chuén bi cho bai lab:
Ching ta sé strdung Router 1, 2 va 4.

C. Cac buéc thuc hién:
1. Duéi day hinh mo ta so dd két ndi giita cac router va dia chi IP duoc gan cho céc
interface.

F: = -
Logical [Root] New Cluster Move Object Set Tiled Background

X

m

19216812 /24 192.168.1.1 /24

Fa0 0y e e e e Fa0/0, G2
—~a— —_ -J't ‘ B}
Router-PT Routi®Ser2/0
Router2 Rouferl

192.168.2.1 /24

19216822 1245 2°

i
'y

Router-PT
Routerd

2. CAuhinh giao thirc dinh tuyén RIP trén tit ca cac router sir dung cac cau lénh network
thich hop
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Trén Routerl

& Routerl -

Physical I Config ] CLI !

10S Command Line Interface

| |Router#conf t -
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #hostname R1

R1(config) #interface fa0/0

Rl (config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shutdown

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
‘ R1(config-if) f#exit

R1(config) #interface ser2/0

Rl (config-if)#ip address 192.168.2.1 255.255.255.0
R1 (config-if)#no shutdown

$LINK-5-CHANGED: Interface Serial2/0, changed state to down
R1(config-if)#clock rate 56000
R1(config-if)#"°2Z

$5YS-5-CONFIG_I: Configured from console by console U

R1#

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed = i
! o up

$LINK-5-CHANGED: Interface Serial2/0, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state ||
Rlfconf t =
(1 Enter configuration commands, one per line. End with CNTL/Z. i
Il |R1(config)#router rip
R1(config-router) #network 192.168.1.0
R1(config-router) #network 192.168.2.0
R1 (config-router)$°Z -

Trén Router2

@& Router2

Physical | Config | CLI |

10S Command Line Interface

Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2

R2 (config) #interface fa0/0

| R2 (config-if) #ip address 192.168.1.2 255.255.255.0
| R2 (config-if) #no shutdown

| | $LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
$LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed :
Il |o up

| |R2 (config-if)#~z

)| | $5YS-5-CONFIG_I: Configured from console by console

R2#conf ¢t

Enter configuration commands, one per line. End with CNTL/Z.

)| |R2 (config)#network 192.168.1.0

| % Invalid input detected at '~' marker.

L R2 (config) #router rip

R2 (config-router) #network 192.168.1.0

R2 (config-router)#"°Z

$5YS-5-CONFIG_I: Configured from console by console
r24|

[l
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Trén Routerd

& Routerd ——— Efaﬂdzhh!ﬁé!ﬂ

Physical ] Config | CLI I

10S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#interface ser2/0

Router (config-if) #ip address 192.168.2.2 255.255.255.0
Router (config-if)#no shutdown |

$LINK-5-CHANGED: Interface Serial2/0, changed state to up
Router (config-if) # i
$LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state - i
$5Y5-5-CONFIG_I: Configured from console by console
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #router rip

Router (config-router) #network 192.168.2.0
Router (config-router) #°2Z |
$5YS-5-CONFIG I: Configured from console by console v

m

|
Copy ][ Paste '

3. Kiém tra dé dam bao rang c4c route hién dién day du trong cac bang dinh tuyén cua tt ca cac
router véi lénh show ip route.

Trén Routerl

® fowen Py

Physical I Config | CLI I

I0S Command Line Interface

| Ri>en

| |R1#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSS2Z external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i =IS-1I5; L1 —I5-1S 1evel-1, L2 — IS-IS level-2, ia — IS-IS inte
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

m

4;7 192.168.1.0/24 is directly connected, FastEthernet0/0
NC 192.168.2.0/24 is directly connected, Serial2/0
R1%#

1

| copy |[ Paste |
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Trén Router2

@& Router2

Physical | Config | CLI | |

1I0S Command Line Interface

R2>en
R2#show ip routel |
|| Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP (]

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP I\
i - I5-1I5, Ll - IS5-1IS level-1, L2 - IS5-IS level-2, ia - IS5-IS inte
* — candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

1;7 192.168.1.0/24 is directly connected, FastEthernet0/0 = L
|| (é& 192.168.2.0/24 [120/1] wia 192.168.1.1, 00:00:17, FastEthernet0/0Q
| |RZF =
I\
1 Copy ] [ Paste ]

Trén Router4d

® Routert s A s s W )

Physical | Config | CLI |

10S Command Line Interface

Router>en ||
Router#show ip route |
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP (]

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP i
i - Is-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inte: i
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

| 6{k 192.168.1.0/24 [120/1] wvia 192.168.2.1, 00:00:06, Serial2/0
C 192.168.2.0/24 is directly connected, Serial2/0
RoEEETﬂ

(o (mpasten) 1
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4. Trong Privileged mode cua Routerl, chay Enh debug ip rip

5. Quan sat thong tin dau ra xuat hién trén man hinh (lwu ¥, c6 thé mat gan 60 giay dé
cac théng tin debug nay mai hién ra)

& Routerl = =

Physical [ Config ‘ CLI ’ ‘

I0S Command Line Interface

Rifdebug ip rip I -
RIP protocol debugging is on

R1#RIP: sending vl update to 255.255.255.255 via (192.168.1.1)
RIP: build update entries

Coetwork 192.168.2.0 metric 1)
RIP: sending v1 update to 255.255.255.255 via(192.168.2.1)
RIP: build update entries
Caetwork 192.168.1.0 metric i)
RIP: sending v1 update to 255.255.255.255 via FastEthernet0/0 (192.168.1.1)
RIP: build update entries
network 192.168.2.0 metric 1
RIP: sending vl update to 255.255.255.255 wvia Serial2/0 (192.168.2.1)
RIP: build update entries
network 192.168.1.0 metric 1
RIP: sending vl update to 255.255.255.255 via FastEthernet0/0 (192.168.1.1)
RIP: build update entries
network 192.168.2.0 metric 1
RIP: sending vl update to 255.255.255.255 via Serial2/0 (192.168.2.1)
RIP: build update entries b

L

Copy || Paste |

6. Néu mudn dung lai qué trinh hién thi thong tin debug cua RIP va tra lai cho ta dau
nhic Iénh, ta can hiy bo knh debug. Dé lam diéu ndy, gd vao lénh “undebug all”
hodc “u all”va nhin Enter.

RIP: sending v1 update to 255.255.255.255 via FastEthernet0/0 (192.168.1.1)
RIP: build update entries
network 192.168.2.0 metric 1
RIP: sending vl update to 255.255.255.255 wvia Serial2/0 (192.168.2.1)
RIP: build update entries
] network 192.168.1.0 metric 1
u all |
| AR possible debugging has been turned off
R1#

4 L]

Copy J[ Paste J

7. Xem bang dinh tuyén trén Router2 va 4. Chi y céc gia tri Administrative distance va metrics
cua cac route (xem céc hinh chyp ¢ budc 3).

8. Pambao ring céc router c6 thé ping thanh cong tgi nhau.
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Trén Routerl

Ri>en

Rl#ping 192.168.1.2 |

Type escape sequence to abort.

(

(

Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:
11111
Gégécess rate is 100 percent (5/5),) round-trip min/avg/max = 3/4/6 ms
Rifping 192.168.2.2 |
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
ASNLESREY
Qﬁgécess rate is 100 percent (5/5)) round-trip min/avg/max = 4/4/6 ms {‘
R13] -
Trén Router2
-
R2>en
R2#ping 192.168.2.1|
Type escape sequence to aboret.
Sending 5, 100-byte ICMP Echos to 192.168.2.1, timeout is 2 seconds:
IEERE]
Success rate is 100 percent (5/5),) round-trip min/avg/max = 2/3/5 ms
N
R2#ping 192.168.2.2 |
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.2.2, timeout is 2 seconds:
111
Success rate is 100 percent (5/5)) round-trip min/avg/max = 5/8/10 ms E
R2% ~
Trén Router4
-
Router>en
Routeriping 192.168.1.1]
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:
RRHER]
Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/9 ms
Routerfping 192.168.1.2 |
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:
11111
(Success rate is 100 percent (5/5)) round-trip min/avg/max = 6/8/10 ms

Routerﬂ

¢ o]
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Lab 15: IGRP
CAu hinh IGRP

A. Muc tiéu cia bai lab:
Dit dia chi IP cho céc interface trén c4c Router 1, 2 va 4 va sau d6 cau hinh giao thic
dinh tuyén IGRP cho c4c router ndy. Cu thé ta s&:

bit hostname cho céc router va kich hoat céc interface cua ching.

CAu hinh giao thirc dinh tuyén IGRP cho céc router.

Vi tirng router, chon cac mang duoc két ndi truc tiép no.

Xem bang dinh tuyén cua cac router.

Xem thong tin vé giao thirc IGRP.

o wbdhE

Luwu y dic biét: IGRP [a mot giao thirc dang dan khoéng con duoc hd tro trén céc thiét bi
mang cua Cisco va né duoc thay thé boi EIGRP —mét giao thirc ¢ nhidu diém twong
ddng va cai tién hon IGRP. Phién ban cua 10S ma Packet Tracer 5.1 gia lap khéng hd trg
IGRP nén trong bai lab ndy ta s& cdu hinh cho EIGRP lam giao thirc dinh tuyén thay cho
IGRP.

B. Chuan bi cho bai lab:
Chlng ta sé s dung Router 1, 2 va 4.

C. Cac buéc thuc hién:

1. Dudi day hinh mb ta so do két ndi gitta cac router va dia chi IP dwoc gan cho cac
interface.

B o e e T

File Edit Optons View Tools Extensions Help

EPICICG YIS

Logical [Root] New Cluster  Move Object Set Tiled Background Viewport
A i
10.1.1.2 /24 10111 /24
SoFa0/0, Fa0/0, G
U e m e
Router-PT Routi®Ser2/0 = ||
Router2 Rogfer1 172.16.10.1 =
il 124 %
1N
=~
s
172.16.10.2 Ber2i0 [ |
124 =l
Router-PT
Router4
a 5 ]'@,
Time: 00:20:32 | Power Cycle Devices Realtime
f
= ‘. Fire Last Status Source Destination Typs
S B> [ 23 [45) Piocnanols I
. 1|
bt
deFS | 1 [raperovsm ]|
) Serial DCE < 3
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2. Sau khi cdu hinh xong dia chi IP trén mdi interface nhu trong hinh trén, ta s& sir dung
lenh ping dé kiém tra rang cac router duoc ndi truc tiép nhau thi c6 thé lién lac duoc
voi nhau. Tirc 1 khi ban dang ¢ Routerl thi ban c6 thé ping téi cong Fa0/0 cua
Router 2 va cong Ser2/0 cuia Router 4.

Trén Routerl

& Routerl

Physical ] Config | CLI ‘ )

10S Command Line Interface

Router> 23
| |Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) $hostname R1 I

R1(config)#int £0/0

Rl (config-if) #ip address 10.1.1.1 255.255.255.0 fl
Rl (config-if)#no shut

R1(config-if) #exit

Rl (config) #int s2/0

Rl (config-if)#ip address 172.16.10.1 255.255.255.0,
R1(config-if) #no shut

R1 (config-if) #°2

‘%SYS-S—CONFIG I: Configured from console by console
Rl#ping 10.1.1.2]

AN

Type escape sequence to abort.
Sending S, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Succelss rate is 100 percent (5/5), round-trip min/avg/max = 3/4/6 ms

Rl#ping 172.16.10.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:

| Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/6 ms

m

R1% as

Trén Router2

& Router2 - ‘ E‘E‘g

Physical | Config I CLI \

10S Command Line Interface

Router>en

Routerfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2 |

R2 (config) #int £0/0
( R2 (config-if) #ip address 10.1.1.2 255.255 .2559
R2 (config-if) #no shut

R2 (config-if) #°Z

$SYS-5-CONFIG I: Configured from console by console
R2#ping 10.1.1.1 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/3/6 ms

4 [

R2%

-
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Trén Routerd

& Router4

Physical | Config | cLI |

10S Command Line Interface

Router>en
Routerfconf t

Router (config) #hostname R4 |

Enter configuration commands, one per line. End with CNTL/Z.

4 (config) #int s2/0

| R4 (config-if) #no shut

R4 (config-if) #ip address 172.16.10.2 255.255.255

R4 (config-if)#"Z

R4#ping 172.16.10.1 |

Type escape sequence to abort.

R4#|

$SYS-5-CONFIG I: Configured from console by console

Sending 5, 100-byte ICMP Echos to 172.16.10.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/5 ms

3. Chlng ta vira cdu hinh xong dia chi IP cho cac interface, tiép dén ta sé& di vao cu
hinh EIGRP lam giao thirc dinh tuyén cho cac router. Diéu nay thi rat dé thuc hién,

dau tién ta can vao Configuration mode trén R1

Rl1>en
Rl#conf t

4. G0 knh sau dé cau hinh cho router st dung EIGRP véi tham sb Autonomous system

la 100

Rl (config) #router eigrp 100

5. Thém c4c mang ma R1 dwoc két ndi truc tiép toi

Rl (config-router) #network 10.0.0.0
Rl (config-router) #network 172.16.0.0

S

Physical I Config  CLI |

I0S Command Line Interface

=10l x|

Ri>en
Ri¥conf t

Enter configuration commands, one per line.

Rl (config-router) #network 10.0.0.0

('ﬁl(config)#router eigrp 100
~§1(config—router)#network 172.16.0

Rl (config-router) #

End with CNTL/Z.

56
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6.

10

11.

Ta vira cau hinh xong EIGRP cho R1, gio ta vao Configuration mode cua R2
R2>en
R2#conf t

Chon EIGRP Iam giao thirc dinh tuyén cho R2 va nhé kém theo tham s6 Autonomous
system giéng véi cua R1
R2 (config) #router eigrp 100

Thém (c4c) mang ma R2 dang duoc két ndi truc tiép t6i
R2 (config-router) #network 10.0.0.0

T il

Physical I Config  CLI I

I0S Command Line Interface

R2>en

R2#%#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #router eigrp 100

R2 (config-router) #network 10.0.01;)

R2 (config-router) #

Ta vira cau hinh xong EIGRP cho R2, gi' ta vao Configuration mode cua R4
R4>en
Ré4#conf t

. Chon EIGRP lam giao thtrc dinh tuyén cho R4 va nhé kém theo tham sé Autonomous

system giéng véi cua R1
R4 (config) #router eigrp 100

Thém (c4c) mang ma R4 dang duoc két ndi truc tiép t6i
R4 (config-router) #network 172.16.0.0

-loix]

Physical I Config CLI I

I0S Command Line Interface

R4>en -
R4fconf t
Enter configuration commands, one per line. End with CNTL/Z.

R4 (config) #router eigrp 100
R4 (config-router) #network 172.16.0.0

R4 (config-router) #
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12. Gior thi ta da c6 EIGRP chay trén ca 3 router. Tro vé Privileged mode cua R2 va thir
sir dung lénh ping dé kiém tra xem ta c6 thé ping toi cac router khong duoc két ndi
trire tiép téi R2 hay khong. O day ta sé thir ping toi cong Ser2/0 cua R4 c6 dia chi la

172.16.10.2

R2%ping 172.16.10.2 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max

R2%

2 seconds:

= 8/8/9 ms

v

Copy | Paste |

13. Ké tiép, tir R4 ta sé& thir ping toi cong Fa0/0 cua R2 c6 dia chi IP & 10.1.1.2

R4fping 10.1.1.2 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 se

Success rate is 100 percent (5/5), round-trip min/avg/max =

R4#

conds:
6/8/11 ms

v

Copy | Paste l

14. Néu viéc ping thanh cong trén ca R2 va R4 thi coi nhu ta da hoan thanh xong viéc ciu
hinh dinh tuyén cho céc router sir dung EIGRP. Gio ta s& xem qua bang dinh tuyén

cua R1

S -ioix]

Phyﬁcall Config CLI|

10S Command Line Interface

$5YS5-5-CONFIG I: Configured from console by console

Rl#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inte:
* — candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

/’V 10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

D 10.0.0.0/8 is a summary, 00:03:32, Null0

(od 10.1.1.0/24 is directly connected, FastEthernet0/0
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

D 172.16.0.0/16 is a summary, 00:03:32, Nullo

172.16.10.0/24 is directly connected, Serial2/0
Ri¥show ip protocols

]

-

Copy Paste
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15. Cudi cling ta s& xem thdng tin vé giao thirc dinh tuyén ma R1 dang sir dung dé dam
bao rang c4c cau hinh ma ta vira thuc hién c6 hiéu hec.

Physical | Config CLI l

10S Command Line Interface

Rl#show ip protocolsl -

Routing Protocol is("eigrp 100 "

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

Default networks flagged in outgoing updates
Default networks accepted from incoming updates
EIGRP metric weight Ki1=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1

Redistributing: eigrp 100
Automatic network summarization is in effect
Automatic address summarization:
Maximum path: 4
Routing for Networks:

10.0.0.0
172.16.0.0
Routing Information Sources:
Gateway Distance Last Update
172.16.10.2 90 184753
10.1.1.2 90 213482

Distance: internal 90 external 170

R1#

Xl

Copy Paste
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Lab 16: PPP and CHAP
CAu hinh PPP véi x4c thuc CHAP

A. Muc tiéu cia bai lab:
Str dung PPP lam phwong thire dong géi dir ligu va cac budc cdu hinh CHAP lam phwong
thirc xac thuc dé bao mat cho két ndi PPP.

B. Chuin bi cho bai lab:
Str dung Router] va Router2 duoc két ndi lai véi nhau théng qua cong Se2/0 trén moi
router nhu sau:

—
<Bseap 10.1.1.1 /24 - e
¢ MELED (B4 h e
Router-PT R2

R1

C. Cac bwéc thuc hién:

1. Truy cap vao Configuration mode ctia Routerl va dat hostname cho no la R1

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

2. Ciing trén R1, chay lénh sau dé cau hinh cac tham sb (username va password) ding
dé xéac thuc v6i R2

‘ |Rl(config)#username R2 password mmt03

Trong d6, R2 Ii hostname ciia Router2, con mmt03 la mat khau giéng nhau cho ca R1
va R2.

3. Tiép tuc, gan dia chi IP 4 10.1.1.1 véi subnet mask la 255.25.255.0 cho cong S2/0
cta R1. Sau d6 chon phwong thirc dong goi i PPP véi xac thuc [a CHAP cho cong
nay. Cudi cling, g8 no shut dé kich hoat cho no.
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Rl (config) #int s2/0
Rl (config-if) #ip address 10.1.1.1 255.255.255.0

Rl (config-if)l#encapsulation pppl > dc')ng g(’)i voi PPP
Rl(config—if)¥ppp authentication chapl» TN o +
Rl (config-if) #no shut # xac thirc bang CHAP

4. Tuong ty nhu cac budc cAu hinh cho R1 & trén, trén Router2 ta cling thyc hién tuan tu
nhu sau:

- Dbat hostname R2.

- CAuhinh cac tham s6 xac thyc: username la R1 (hostname cuia Routerl) va password
A mmt03 (gidng véi mat khau ta vira thiét lap cho R1 & trén).

- Chon phuong thirc Xac thuc |2 CHAP va déng goi a PPP va cho cong S2/0 ctia R2

- Kich hoat cong S2/0 cua R2 Ién.

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2

R2 (config)|fusername R1 password mmtO3 |

R2 (config) #int s2/0

R2 (config-if) #ip address 10.1.1.2 255.255.255.0

R2 (config-if)yFencapsulation ppp

R2(config—if(z;;p authentication ch;;:)

R2 (config-if) #no shut

5. Cubi cing, dé kiém tra va xac nhan rang cac cau hinh & trén lam viéc ding, ta can
dam bao Ia tir R2 c6 thé ping toi cong S2/0 cua R1

R2#ping 10.1.1.1|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is(100 percent (5/5)) round-trip min/avg/max = 4/5/6 ms
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Lab 18: Saving Router Configurations
Sao Iru cau hinh cia Router

A. Muc tiéu cia bai lab:
Bai lab ndy s& hudéng dan ban cach sao hru ciu hinh cua router trong trudng hop ban vo
tinh x6a mat cdu hinh nay hoac router cua ban bj “chét”.

B. Chuan bi cho bai lab:
Ching ta sé st dung Router 4 va PC1 lam TFTP Server.

Luu ¥: Dbi véi PC1thi ban can sir dung thiét bi la Server-PT trong myc End Devices thi
mai ¢6 dich vu TFTP duoc hd tro trén PC1.

Mo hinh bai lab nhu hinh duéi day. Cong Fa0/0 trén Router 4 dwoc két ndi téi card mang
cua PC1 sir dung cap thang (Copper Straight-Through)

IEY s
{7_-’Fa0/0 —
» Q
Router-PT -
Router 4 Server-PT
PC1
L
]
» r.‘;;
Time: 40:04:46 I Power Cycle Devices / Realtime
3 Fire LastStatus Source Destinatior
e - — Scenario 0 v [
Senm= O D) & J
1 End Devices Generic| |Generic ‘Generic| IPPhone
(BeFe == (st |,
Server-PT < G

C. Cac bwdc thuc hién:
1. Kétndi toi Router 4 va vao Configuration mode
Router>en

Router#conf t

2. Gan hostname la Tampa cho Router 4
Router (config) #hostname Tampa

3. Di vao cong Fa0/0 cua Router 4
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Tampa (config)#int fa0/0

4. Gan dia chi IP la 24.37.2.1 voi subnet mask la 255.255.255.0 cho cong Fa0/0 nay
Tampa (config-if)#ip address 24.37.2.1 255.255.255.0

5. Kich hoat interface Fa0/0 Ién
Tampa (config-if)#no shut

Router>en

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ¢hostname Tampa

m

Tampa (config) §int £a20/0
Tampa (config-if) §ip address 24.37.2.1 255.255.255.0

Tampa (config-if) §¢nc shut

6. Kétndi téi PC 1 va datdia chi IP la 24.37.2.252 vé6i subnet mask [a 255.255.255.0,
default gateway 1 24.37.2.1 (dia chi IP cua cong Fa0/0 trén Router 4)

7. Tha ping tir PC t6i Router dé chic rang két ndi giita 2 thiét bi ndy hoat dong tét
PC>ping 24.37.2.1

Command Prompt
Directory of C:\
2/7/2106 13:28 PM 3 sampleFile._txt
1 File(s)

SERVER>ipconfig
IP Address.

Subnet Mask
Default Gat

SERVER:ping 24.37.2.1

: bytes=32 time=32ms TTL=255

8. Kétndi tro lai Router 4 va thoat khoi interface mode. Strdung kénh copy dé chép noi
dung trong running-config Ién TFTP server la PC1
Tampa#copy running-config tftp

9. Nhap vao dia chi IP ctia TFTP server va t&n cua file cdu hinh ma ta s& hru trit né trén
TFTP server
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Physical ]

onﬁg CLI

I0S Command Line Interface

Tampagcopy running-config tftp

Tampag

Address or name of remote heost [)? 24.37.2.252
Destination filename [Tampa-conif]? tampa running config

Writing running-config...!!
[OK - €17 bytes]

€17 bytes copied in 0.007 secs (88000 bytes/sec)

4 Ién
® e (o
Physical | Config \ Desktop
o 61 0B e, ¢ TFTP
Settings
@ Service @ On © Off
SERVICES
( HTTP File %
DHCP CZ0U0Uu=T L, 1zz=zo.onr
TFTP c2600-ipbasek9-mz.124-8.bin
DNS c2800nm-advipservicesk9-mz.124-15.T1.bin
[W c2800nm-ipbasek9-mz.124-8.bin i
[ AAA c2800nm-ipbase-mz.123-14.T7.bin
s €2950-i6q412-mz.121-22.EA4.bin
[I C€2950-i6g4l2-mz.121-22.EA8.bin
r—————;;;—————— c2960-lanbase-mz.122-25.FX.bin =
[ INTERFACE c2960-lanbase-mz.122-25.SEE1.bin
@ c3560-advipservicesk9-mz.122-37.SE1.bin
pt1000-i-mz.122-28.bin
pt3000-i6g4i2-mz.121-22.EA4.bin
< tampa_running_config) -

10. Vao PC1va xac nhan rang su ton tai cua file running-config ma ta vira chép tir Router
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Lab 19: Loading Router Configurations
Tai vé cau hinh cia Router

A. Muc tiéu cia bai lab:
Bai lab ndy s& hudng dan ban cach tai vé va nap cu hinh cua router tir TFTP server.

B. Chuan bi cho bai lab:
Ching ta Van s& str dung tiép md hinh gém Router 4 va PC1 nhu trong bai lab 18. Luu ¥
la ban da hoan thanh xong cac budc trong lab 18.

C. Cac buéc thuc hién:

1. Hién tai thi file cu hinh ctia Router 4 dang duoc hru trix trén TFTP server c6
hostname la Tampa. Bang nhap vao Tampa va vao Configuration mode.
Tampa>en
Tampa#conf t

2. bat ki hostname la Bad_Router.
Tampa (config)#hostname Bad Router

@& Router 4 ﬂl&]

} Physical l Config | CLI ‘

I0S Command Line Interface

Tampa>en
Tampagconf t
Enter configuration commands, one per line. End with CNTL/Z.

Tampa (config) §hostname Bad_Router

Bad_Router (config) gexit

Bad_Routerf

%SYS-5-CONFIG_I: Configured from ccnsole by conscle

3. Gio ta s& copy cdu hinh dwgc hru trir trén TFTP server va ghi dé én cau hinh hién tai
ma Router 4 dang sur dung.
Bad Router#copy tftp running-config

4. Khi duoc router nhdc nhd vé dia chi IP cua TFTP server, ta nhap vao IP cia PC1 nhu
sau
Address or name of remote host []? 24.37.2.252

5. Ké dén tacan cung cip tén cua file cdu hinh can nhan vé tir TFTP server.
Source filename []? tampa running config

6. Chd mot lat dé router tai vé cAu hinh va nap né vao running-config
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(@ Routerd om—————— (=i

|| Physical l Config | CLI I

|
I0S Command Line Interface

Bad_Routergco
Address or name of /Femote host []? 24.37.2.252
Scurce filename []A tampa_running_ config
Destination filename [running-config]?

Accessing tftp://24.37.2.252/tampa_running_config....
Leading tampa_running config from 24.37.2.252: !
| [OK - €17 bytes]

€17 bytes copied in 3.005 secs (205 bytes/sec)
\ Tampa$
%SYS-5-CONFIG_I: Configured from ccnscle by conscle

Tampa$
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Lab 20: Frame Relay
CAu hinh Frame Relay

A. Muc tiéu cia bai lab:
Hiéu duoc cach thiét lap Frame Relay trong két néi WAN.

B. Chuan bi cho bai lab:
Ching ta sé sir dung Routerl va Router2.

C. Cac bwéc thuc hién:
1. Trong bai lab nay, ta s& cdu hinh frame relay giira router 1 va router 2 theo 2 cach:

dong céng giao tiép vat li (physical interface) hoic la cong giao tiép logic (sub
interfaces). Luu ¥ 1 ca 2 router déu két ndi t6i Cloud bang dau DTE

%4\

Cloud == s —.

(e L
Dsel
Cloud-PT I
= Cloud S0 o
2621XM 2621XM
Routerl Router2

2. Céch 1: cdu hinh frame relay ding physical interfaces trén cac cong serial cua
router. Cac budc gdm dit dia chi IP, chinh DLCI, va chinh Imi-type & ANSI.

Trén Routerl:

Router»en

Routerfconf t©

Enter configuration commands, one per line. End with CHNTL/Z.
Router (config) $#hos router?

router2 (config) #int =0/1

router? (config-if) #ip add 215.10.1.2 255.255.255.0

router? (config-if) $no shut

router? (config-if) fenca

router2 (config-if]#encapsulation fram

router? (config-if} ¥

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/1, changed state to up
krame map ip 215.10.1.1 501 broadcastl

router? (config-if) $frame 1lmi an=si

Iouterz(config—if)I——————————————J

ELINEPROTO-5-UPDOWHN: Line protocol on Interface Seriald/1l, changed state to down

m

1
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Trén Router2:

routerl>en

routerlfconf t

Enter configuration commands, one per line. End with CHIL/Z.
routerl (config) #int =0/0

routerl (config-if) #ip add 215.10.1.1 255.255.255.0

routerl (config-if) #no shut

routerl (config-if) #

:LINK-5-CHANGED: Interface Seriall/0, changed state to up

en fr

routerl (config-if) #

$(LINEPROTO-5-UPDOWH: Line protocol on Interface Serialds/0, changed state
lfr map ip 215.10.1.2 105 b |

Ioaterl(config—ifj&fr 1 ansil

routerl (config-if) #

$(LINEPROTO-5-UPDOWH: Line protocol on Interface Serialds/0, changed state 1_

lLm

-

Kiém tra lai bang céc lénh show sau
# show frame-relay map

# show frame-relay pvc
# show frame-relay

Cac lénh trén lan hrot thé hién cac thong tin v& Mapping, PVC, LMI

routerl#sh frame-relay map

Seriald/0 (up): ip 215.10.1.2 dleci 105, static, broadcast, CISCO, status defined
, active

routerlssh fra pve

EVC Statistics for interface Seriald/0 (Frame Relay DTE)
DLCI = 105, DLCI USAGE = LOCAL, PVC STATUS = ACTIVE, INTERFACE = Seriald/0

input pkts 14055 output pkts 32795 in bytes 1096228
out bytes 6216155 dropped pkts 0 in FECHN pkts 0
in BECN pkts 0 out FECH pkts 0 out BECH pkts 0
in DE pkts O out DE pkts 0

ocut bcast pkts 32795 out bcast bytes 6216155

routerl#sh fra Imi
LMI Statistics for interface Serial0/0 (Frame Relay DTE) LMI TYPE = ANSI

Invalid Unnumbered info 0 Invalid Prot Disc 0
Invalid dummy Call Ref 0O Invalid Msg Type O
Invalid Status Message 0 Invalid Lock Shift 0
Invalid Information ID O Invalid Report IE Len 0O
Invalid Report Regquest 0 Invalid Eeep IE Len O
Hum Status Eng. Sent 302 Hum Status msgs Rowvd 302
Num Update Status Revd O Num Status Timeouts 16

routerlﬂ
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3. Céch 2: cdu hinh frame relay dong sub interfaces trén cac cong serial cua router. Luu
y do van ding vai thdng sb ciu hinh cii nén ta khong can g qua nhiéu cau lénh. Ta
chi can g& dia chi IP va frame map tir interface dé gan cho sub interface.

Trén Routerl

routerlfconf t

Enter configuration commands, one per line. End with CHTL/Z.
routerl (config) #int s0/0

routerl (config-if) #no ip add

routerl (config-if) #no fra map ip 215.10.1.2 105 b

FCan't find address map for ip 215.10.1.2

routerl (config-if) fexitc

routerl (config) #int s0/0.1 p

routerl (config-subif) #ip add 215.10.1.1 255.255.255.0

routerl (config-subif) #fra int?

interface-dlci

routerl (config-subif) #fra int 105

routerl (config-subif)$ =

m

Trén Router2

routerZ>en

router2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
router2 (config) #int =s0/1

router? (config-if) #no ip add

router2 (config-if) $no fra map ip 215.10.1.1 501 b

router? (config-if) #exit

router2 (config) #int =20/1.1 p

$LINE-5-CHANGED: Interface Seriald/1.1, changed state to up
router2 (config-subif) #ip add 215.10.1.2 255.255.255.0
router2 (config-subif) #fra int 501

router? (config-=subif) #end

m

%5Y5-5-CONFIG_I: Configured from console by console
routerZfping 215.10.1.1 -

Kiém tra lai bang céc lenh show, Iénh ping, két qua twong tw nhu cach 1.
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Lab 24: Introduction to Basic Switch Commands

A

Céac cau lénh ciu hinh Switch co ban

Muc tiéu cuaa bai lab:
Céu hinh co ban cho switch.

Chuan bi cho bai lab:
Sir dung thiét bi switch c6 tén Switchl.

Cac buoc thuc hién:

1. Khi truy cap vao Switchl, ta s& bat dau tai diu nhic Knh co ban (dai dién bai ky tu
>), tirc user mode

2. Dé xem danh sach tit ca cac cau Iénh hién c6 thé str dung tai ché d6 co ban nay, ta go
dau hoi cham (?)

Physical I Config ‘ o |

10S Command Line Interface
-

Switch>?)
Exec commands:

<1-99> Session number to resume

connect Open a terminal connection

disable Turn off privileged commands

disconnect Disconnect an existing network connection

enable Turn on privileged commands

exit Exit from the EXEC

logout Exit from the EXEC

ping Send echo messages

resume Resume an active network connection

show Show running system information

telnet Open a telnet connection

terminal Set terminal line parameters

traceroute Trace route to destination
Switch>

3. Gio mubdn vao Privilege mode (dai dién boi ky tu #) - ché do cho phép ta toan quyén
kiém soat thiét bi thi sir dung lénh enable

4. Tiép tuc, dé xem céc cau lénh sin dung trong Privilege mode, ta lai g& 2

‘ Physical | Config J cu |

10S Command Line Interface
Switch#? ) 2
Exec commands:
<1-99> Session number to resume
clear Reset functions
clock Manage the system clock
configure Enter configuration mode
connect Open a terminal connection
copy Copy from one file to another
debug Debugging functions (see also 'undebug')
delete Delete a file
dir List files on a filesystem
disable Turn off privileged commands
disconnect Disconnect an existing network connection
enable Turn on privileged commands
erase Erase a filesystem
exit Exit from the EXEC
logout Exit from the EXEC
more Display the contents of a file —i
no Disable debugging informations E
ping Send echo messages -
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5. Néu mudn cau hinh cho switch. Go tiép kknh config terminal dévao
Configuration mode

6. Host name duoc sir dung dé nhan dang thiét bi. Khi dang nhap vao switch, ban s&
thdy Host name nam dang trueée ddu nhdc énh (> hodc #). Ban c6 thé thay d6i Host
name dé chi ra vi tri hodc chirc ning ctia switch. Lénh hostname sau ddy s& dat tén
cho Switchl la mmt03

Switcﬂ#config terminall

Enter configuration commands, one per line. End with CNTL/Z.
Switch(configj#hostname mmt03|

mmtOB(config)ﬂ

7. Swrdung knh enable password déthiét lap mat khau truy cap cho Privilege
mode. Biéu ndy thuc sy rat quan trong Vi trong Privilege mode, ban c6 thé tao ra
nhiéu thay doi cau hinh cua switch nén ban can giéi han chi dé nhitng nguoi biét
duoc mat khau méi c6 thé dang nhap vao switch dé cdu hinh cho thiét bi.

C6 mot chdt khac biét vé cu phap 1énh khi dat mat khau cho switch va router. Trén
céc thiét bi mang Cisco, c6 nhiéu muc quyén han - privilege level, va thuong c6 16
level duoc danh sb tir 0 dén 15. MGi level c6 mot tap céc Iénh va ban c6 thé diéu
chinh lai tap céc lénh trong ting level, mac dinh thi User mode la level 1 va level 15
1 Privileged mode. Sau d6 ban c6 thé thiét lap cho mot (nhom) nguoi ding nao do
chi dugc phép sir dung céc cau lénh thudc level nao do.

Pé dat mat khau 1 uit cho Privileged mode c6 level [a 15 (twc giit nguyén cu hinh
mac dinh) ta thuc hién nhu sau

mmt03%conf t
Enter configuration commands, one per line. End with CNTL/Z.
mmt03 (configf|#enable password level 15 uit|
Converting to a secret. Please use "enable secret" in the future
mmt03 (config) ¥exit
mmt03#
$5Y5-5-CONFIG_I: Configured from console by console

mmt03%exit

8. Gio kiém tra mat khiu ndy, ta tro vé User mode (Iénh exit)va thir vao lai Privileged
mode (Bnh enable),sau d6 nhap vao mat khau 1 uit tai dau nhic Password:

/1
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mmtO03>en )

Password:Nhap mat khau la uit

mnt03¥conf term

Enter configuration commands, one per line. End with CNTL/Z.
mmt03 (config) #

GO tiép conf termdétiép tuc cac budc sau cua bai lab

9. Vén dé duy nhat dbi véi enable password land xuat hién trong file cau hinh cua
switch dudi dang khdng mé hoa (plain-text). Néu ban can cho ai d6 xem file nay dé
ho ¢6 thé gillp ban khic phuc Van dé nao d6 thi ¢6 thé ban da vo tinh dé ty pha V& co
ché bao vé cua hé théng bang viée dé 16 mat khiu truy nhap vao Privileged mode cua
switch.

Lénh enable secret dudiday s& thiét lap mat khiu duoc Iuu trit & dang mé hoa
trong file cAu hinh cua thiét bi. Birng quén tham sb lénh 1evel cogia tri la 15va ¢
day chudi mat khau & dang plain-text ma ngudi ding can nhap khi mudn vao
Privileged mode la cisco.

mmt03%conf term

Enter configuration commands, one per line. End with CNTL/Z.
mmt03 (configf$enable secret level 15 cisco |

mmt03 (config) #¥exit

mt03%

$5Y5-5-CONFIG _I: Configured from console by console
e

% Ambiguous command: "e"

mmtO3fexit

10. Bay gio ta thir kiém tra mat khau enable secret ndy bang céch tro v& User mode va
sau d6 gd enable. Luu ¥ 1 khi ton tai ca 2 loai mat khau la enable password va enable
secret thi enable secret s& duogc vu tién sir dé truy nhap vao Privileged mode. Do vay,
& day ta can nhap vao chudi mat khiu I cisco.

Nhu vay ta d tim hiéu xong c4c lénh cdu hinh cin ban cho Switch.

mmt03>en i
Password: Nhdp mat khau la cisco
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Lab 28: Standard Access Lists
Danh sé&ch kiém soéat truy cap chuin

A. Muc tiéu cia bai lab:
Tim hiéu va thuc hanh cu hinh cac danh sach kiém soat truy cap chuan (Standard ACL).

B. Chuan bi cho bai lab:
Ching ta s& sir dung Router 1, 2 va 4 véi céc cong duoc két ndi va dat dia chi 1P theo
mo hinh nhu sau:

e, 241722128 24-17-2‘&508 -
QR i e e —~»
Router-PT Routt®se2/0 2
Router2 Rouferl
2417217 128
2417.218 28§

s

Ty

Router-PT

Routerd

C. Cac bwéc thuc hién:
1. Trén Routerl, datdia chi IP cho céc cong Fa0/0 va Ser2/0 nhu sau:

=10l x]

Physical I Config  CLI I

1I0S Command Line Interface

Routerl>en

Routerlfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Routerl (config) #int £a0/0|

Routerl (config-if) #ip address 24.17.2.1 255.255.255.240
Routerl (config-if) #no shut

Routerl (config-if) #exit
Routerl (configqg)
Routerl (config-if) #ip address 24.17.2.17 255.255.255.240

Routerl (config-if) #no shut
Routerl (config-if) #exit
Routerl (config) fexit
Routerl#

2. Trén Router2, ditdia chi IP cho cong Fa0/0 nhu sau:
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Physical I Config  CLI I

10S Command Line Interface

Router2>en

Router2fconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router2 (config) #int fa0/0

Router2 (config-if) #ip address 24.17.2.2 255.255.255.240
Router2 (config-if) #no shut

Router2 (config-if) #exit

Router2 (config) fexit

Router2#

3. Tu Router2, ping téi dia chi IP cua cong Fa0/0 cua Routerl

N -l

Physical | Config CLI |
10S Command Line Interface

Router2#ping 24.17.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/5 ms

4. Trén Router4, dat dia chi IP cho cong Ser2/0 nhu sau:

¥ Router4 | -0 x|
Physical I Config  CLI l

10S Command Line Interface

Router4>en

Router4#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router4 (config) #int s2/0

Router4 (config-if) #ip address 24.17.2.18 255.255.255.240
Router4 (config-if) $#no shut

Router4 (config-if) #°Z

Router4#

Sau d6 ping thtr téi dia chia IP ctia cong Ser2/0 cua Routerl

¥ Router4 B =(0f x|
Physical | Config CLI |

10S Command Line Interface

Routere#bing 24.17.2.17' &

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.17, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

5. Cau hinh RIP cho Routerl va thém network danh cho cac cong Fa0/0 va Ser2/0
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Phyﬁcal' Config CLII

10S Command Line Interface

=10l x|

Routerilfconf t

Enter configuration commands, one per line. End with CNTL/Z.
Routerl (config) #router rip

Routerl (config-router)

Routerl (config-router)#°Z

Routerl#

6. CAu hinh RIP cho Router2 va thém network danh cho cong Fa0/0

Physical | Config CLI l

10S Command Line Interface

=l0lx|

Router2fconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router2 (config) #router rip

Router2 (config-router) #network 24.0.0.0]

Router2 (config-router) #°Z

Router2#

7. CAuhinh RIP cho Router4 va thém network danh cho cong Ser2/0

SI=

Physical I Config  CLI ]
10S Command Line Interface
Router4#conf t -
Enter configuration commands, one per line. End with CNIL/Z.
Router4 (config) #router rip
Router4 (config-router) fetwork 24.0.0.0]
Router4 (config-router) #°Z
Router4#
8. Tu Router4, ping thir t¢i dia chi IP cua cong Fa0/0 cia Router2
ol

Physical | Config CLI l

10S Command Line Interface

Router4#ping 24.17.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/8/10 ms
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9. Gio ta s& cau hinh ACL trén Router2 dé chin kha ning Router4 ping toi Router2. Vao
ché d6 Configuration. Sau do, tao mot access-list 1 chi dé chin dia chi IP 24.17.2.18
(cong Ser2/0 cua Router4) theo sau d6 ld 8nh access-1ist permit any dé
cho phép tit ca cac dia chi IP khac duoc giri goi tin toi cong Fa0/0 cua Router2.

[BRrouterz =lolx|

Physical | Config  CLI I

I0S Command Line Interface

Router2#conf t -
Enter configuration commands, one per line. End with CNTL/Z.

Router2 (config)Faccess-1list 1 deny host 24.17.2.18
Router2 (config)%access-l1list 1 permit any

Ngodi knh access-1list 1 deny host 24.17.2.18,tacon cd thé st dung
hai Iénh twrong duong sau:

# access-1list 1 deny 24.17.2.18 0.0.0.0
va
# access-list 1 deny 24.17.2.18

10. Sau khi tao xong access-list & trén, ta can gan no cho cong Fa0/0 cua Router2 dong
thoi chi ra hudéng di ctia goi tin ma access-list ndy s& kiém soat (di vao hay di ra tir
cong Fa0/0 ciia Router2). “in” c6 nghia 1a cac goi tin dén tir mang va sé di vao router
va “out” c6 nghia rang cic goi tin di ra khoi router va di vao mang.

T RI=I

Physical | Config  CLI I

1I0S Command Line Interface

Router2 (config) #int fa0/0
Routerztconfig—if)ﬂip access—-group 1 inl
Router2 (config-if) #°Z

Router2#

11. Kiém tra lai rang by gio Router4 khong thé ping toi cong Fa0/0 cia Router2 nixa.

_nix]

Phyﬁcal' Config CLI|

10S Command Line Interface

Rouceré*ping 24.17.2.2 | x

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.2, timeout is 2 seconds:

(Success rate is 0 percent (0/5))

Router4#
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Lab 29: Verify Standard Access Lists
Kiém tra lai cau hinh Standard ACL

A. Muc tiéu cia bai lab:
Kiém tra xem access-list dd dwoc cau hinh dung hay chura.

B. Chuan bi cho bai lab:
- Yéu ciu: di hoan thanh xong lab 28 (Standard Access List)
- Ching ta s& tiép tuc lam viéc véi md hinh cua lab 28.

C. Cac buéc thuc hién:

1. O budc dau tién ndy ta s& xem xét xem cd thé ping téi Router2 tir Router4 khong.
Két ndi t6i Routerd va thir ping t6i cong Fa0/0 ciia Router2 (cé dia chi IP &
24.17.2.2). Néu ban nhan dwoc 5 dau chim nhu hinh sau thi access-list ma ta da tao &
lab 28 da lam viéc ding.

(ol

Physical | Config  CLI I

I0S Command Line Interface

Router4jping 24.17.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Router4>

2. Truy cap vao Router2 va tham tra xem céc access-list cua ta dang chay trén cac
interface nao, xem noi dung cua running-config

[Srovter2 =1ofx]

Physical I Config CLI |

I0S Command Line Interface

1 -~

’;;terface FastEthernet0/0
( ip address 24.17.2.2 255.255.255.240
NJip access-group 1 in

duplex auto
speed auto

1

interface FastEthernetl/0

no ip address

duplex auto

speed auto -J

shutdown
1
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3. Ta ciing c6 thé xem cac access-list duwgc &p dung cho céc interface ndo bang kénh
show ip interface

¥ Router2 _ 1

Physical | Config CLI ]
I0S Command Line Interface

Router2#fshow ip interface |
FastEthernet0/0 is up, line protocol is up (connected)
Internet address is 24.17.2.2/28
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
(:;nbound access list is 1 j:)
Proxy ARP 1is enabled
Security level is default

4. Lénh show access-1istssdcho tabiét cac access-list ndo ma ta da tao trén
router. N6 ciing s& cho ta biét cac entry ndo trong access-list da duoc st dung va sé

lugng gobi tin ma router cho phép hoac bi chan.

¥ Router2 y
Physical I Config CLI I
10S Command Line Interface

Router2#|show access-lists |
Standard IP access list 1

deny host 24.17.2.18 (19 match(es)
ermit any (538 match(es))

Router2#
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Lab 30: Extended Access Lists
Danh sé&ch kiém soat truy cap mé rong

A. Muc tiéu cia bai lab:
Tim hiéu va thyc hanh cdu hinh cac danh sach kiém soét truy cap mo rong (Extended
ACL).

B. Chuan bi cho bai lab:
Str dung lai m6 hinh ciing nhu cac buéc cau hinh dia chi IP cho céc interface va RIP trén
cac router tuong tu bai lab 28.

Luu y: Néu ban da thyc hién cdu hinh Standard ACL & lab 28 thi trudc khi di vao cac
budc cua lab 29 ndy, ban can thuc hién lénh no ip access-group 1 trén cong
Fa0/0 cta Router2 (hoac sur dung nh no ip access-1list standard 1 trong
ché do Configuration cua Router2)

C. Cac buéc thuc hién: (tir buwéc 1 -> 8, thwc hién gidng lab 28)
9. Hai extended access list ma ta s& tao ra sau ddy co 2 tic dung khac nhau. Pau tién, ta
s& chi cho phép subnet ni truc tiép v6i cong S2/0 ciia Router] duoc telnet t6i cong
S2/0 ciia Router]l. Pé ldm diéu ndy ta chay knh sau trong ché d6 Configuration cua
Routerl.

Routerl (config) #access-1ist 101 permit tcp 24.17.2.16
0.0.0.15 any eq telnet

10. Tiép dén ta s& cho phép bat ky goi tin ndo tir subnet 24.17.2.0 bang Iénh sau

Routerl (config) #access-1ist 102 permit ip 24.17.2.0
0.0.0.15 any

11. Gio ta can gan céc access-list ndy cho cac interface. Duéi day I cac lénh ding dé gan
access-1list 101 cho cong S2/0 cta Routerl theo hudng inbound (cac goi tin di
Va0 cong nay s& chiu sy kiém soat).

Routerl (config) #int S2/0
Routerl (config) #ip access-group 101 in
Routerl (config) #exit

12. Véi cong Fa0/0 thi ta can gan access-1ist 102 huéng inbound.
Routerl (config) #int F0/0
Routerl (config) #ip access-group 102 in
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Routerl (config) #exit

="

Physical | Config | CLI

10S Command Line Interface

Routerl>en -
Routerlfconf t

Enter configuration commands, one per line. End with CNTL/Z.

Routerl (configyfaccess-1list 101 permit tcp 24.17.2.16 0.0.0.15 any eq telnet
Routerl (configNfaccess-1list 102 permit ip 24.17.2.0 0.0.0.15 any

Routerl (config) #int s82/0

Roucerl(config—if)@: access-group 101 @

I| |Routerl(config-if)#exit

| Routerl (config) #int £0/0

Rou‘cerl(config—if)@ access-group 102 @

Routerl (config-if) #exit

Routerl (config) #

13. Nhu vay 13 ta di hoan thanh xong céc yéu cau cua bai lab ndy. O bai lab ké tiép ta s&
thue hién cac bude dé thim dinh ring céc access-list trong bai ndy dwoc cau hinh
chuan xac.
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Lab 31: Verify Extended Access Lists
Kiém tra Extended Access Lists

A. Muc tiéu cia bai lab

Kiém tra lai cac cau hinh access-list ¢ bai lab 30.

B. Chuan bi cho bai lab:

- St dung lai m6 hinh cling nhu cac budc cAu hinh dia chi IP cho cac interface va RIP

trén cac router twong tu bai lab 28.
- Dia hoan thanh c4u hinh extended access list trong bai lab 30.

C. Cac buéc thuc hién:

1. Gio ta s& kiém tra xem cac access-list ¢ lab 30 c6 dwoc cu hinh dung chua. Két ndi
t6i Router4 va thir ping t6i cong S2/0 cua Routerl. Néu ping khong thanh cong thi

access-1list 101 dang lam vi¢c dung.

& Routerd

o

’ Phymcall Config I Cub

1I0S Command Line Interface

Router4>en

Router4gping 24.17.2.17

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.17,

N T

@ccess rate is 0 percent (O/D

Router4#

2. Tiép dénta can kiém tra xem tir Router4 c6 duoc phép telnet t6i Router]l chwa. Két
ndi toi Routerl va cho phép truy cap bang telnet, sau do thiét lap mat khau cho két

ndi telnet |3 mmt0

3.

timeout is 2 seconds:

>

]

& Routerl

|

= o] 53 )

1 Phyﬁcall Config ‘ CLI‘

I0S Command Line Interface

Routeril>en
Routerlfconf t

Enter configuration commands, one per line.

Routerl (config) §
Routerl (config-J

line vty O 4
ine) #login

Login disabled
Login disabled
Login disabled
Login disabled
Login disabled

o o o e e

Routerl (config) #

on
on
on
on
on

Routerl (config-1line)

qpassword mmtO3
Routerl (config-1line) §¥exit

line 66, until 'password'
line 67, until 'password’'
line 68, until 'password’
line 69, until 'password'
line 70, until 'password'

End

is
is
is
is
is

with CNTL/Z.

set
set
set

|

set
set

81



I CCNA Lab Series | manthang

3. Gio két ndi tro lai Router4 va thir telnet téi Routerl
Routerd#telnet 24.17.2.17

4. Néu thiy dau nhic lénh ciia router ddi thanh Routerd thi tirc 13 ta da telnet thanh cong
t6i Routerl. Gio chay Inh exit hodc nhan giir to hop phim control+shift+6+x
dé tro lai Router4. Sau d6, g tiép knh disconnect 1 dé dong két ndi telnet toi
Router]l. Nhu vy, ta di cdu hinh dung cho access-list.

& Routerd ' =N X

‘ Physical I Config ‘ CLI ‘

I0S Command Line Interface

Router‘l;{telnec 29.17.2.17]
Trying 24.17.2.17 ...Open

User Access Verification

Password:
Routeri>

Routers

Closing connection to 24.17.2.17 [confirm]

Router4>

fome |

5. Gio két ndi téi Router2 va kiém tra xem ta c6 thé ping t6i cong S2/0 cua Router4d hay
khdng

@& Router2 B e |

-

. 3
| Physical I Conﬁ?‘ cuI |

10S Command Line Interface

Router23ping 24.17.2.18

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.18, timeout is 2 seconds:

6. Kétqua cho thay ta khong thé lenh ping & budc 5 khdng thanh cong, tai sao lai nhu
vay? Hay muong twong ra qué trinh ma goi tin lwu chuyén trong mang. Goi tin bat
dau tai Router2, di qua Router] va duoc chuyén t6i Router4. Sau do, tai Router4, goi
tin duoc dong goi lai VA guri tra vé cho Router]l. Khi Router4 dong goi lai goi tin, IP
nguon cua goi tin tré thanh IP dich va IP dich trd thanh 1P ngudn. Khi gdi tin gap phai
access-list trén cong S2/0 cua Routerl thi nd bi chan lai baivi IP ngudn cua goi tin 1a
dia chi cua cdng S2/0 cua Router4.
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7. Gio ta kiém tra xem tir Router2 c6 thé ping toi cong Fa0/0 cua Routerl (24.17.2.1)
hay khong

- — == .
— - [ESEE

& Router2 rare a

,Physical Config | CLI

10S Command Line Interface

Router23ping 24.17.2.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 24.17.2.1, timeout is 2 seconds:

Success rate is 100 percent (5/5

, round-trip min/avg/max = 2/4/5 ms

8. Néu ping duoc thi ta c6 thé kiém tra thém kha ning telnet ti Router] nhu sau:

*.'r—ta- ==

10S Command Line Interface

& Router2
-
‘ Physical l Conm CLI |

Router2>
Router2>en

Router2fjtelnet 24.17.2.1

Trying 24.17.2.1 ...Open

User Access Verification

Password:
Routerl>

Router2#fiissonnest 1

Closing connection to 24.17.2.1 [confirm]

|

Router2#

9. Dé thim tra access-list nao duoc gan cho interface ndo, ta s& xem ndi dung cua
running-config

& Routerl —— — y lﬁm

‘ Physical l Config ‘ CLI I

10S Command Line Interface

1
interface FastEthernet0/0

ip address 24.17.2.1 255.255.255.240
duplex auto

speed auto

!
interface FastEthernetl/0

no ip address

duplex auto

speed auto

shutdown

1

interface Serial2/0

ip address 24.17.2.17 255.255.255.240
clock rate 56000

[
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10. Ngodi ra, ta ciing c6 thé sir dung nh show ip interface dédatduoc muc dich

nhu budc 9
rSRouterl B ﬁ T | Sl l
l Physical | Config ] CLI |

I

I0S Command Line Interface

Routerlf¥show ip interface -
FastEthernet0/0 is up, line protocol is up (connected)
" Internet address is 24.17.2.1/28

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set
(Inbound access list is 102 )

Proxy ARP is enabled

Security level is default

PIEE RPN STy SR e S S P =l

11. Lénh show access-1istssécho biét cac access-list nao dwoc tao trén router.
N6 ciing cho ta biét cac entry ndo cua access-list da duoc st dung va ¢6 bao nhiéu goi
tin dwoc phép hoic bi tir chdi boi access-list.

‘ Physical | Config | CLI |

1I0S Command Line Interface

Routerlishow access—listsl 2
[Extended IP access list 102
permit ip 24.17.2.0 0.0.0.15 any (30 match(es))
Extended IP access list 101
permit tcp 24.17.2.16 0.0.0.15 any (98 match(es))
&= permit tcp 24.17.2.16 0.0.0.15 any eq telnet
Routerl#
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Lab 32: Named Access Control Lists
Named Access Control Lists

A. Muc tiéu cia bai lab:
Tao mot ACL duoc gan tén (thay vi dugc nhan dang bai con sb nhu trong cac bai lab
trude) dé cAm tat ca cac gdi ping tir PC téi Router] nhung cho phép truy cap tir Routerd
t6i Routerl. Ta s& cu hinh cac ACL nay trén Routerl

B. Chuén bi cho bai lab:
Xay dung md hinh két ndi giira PC va cac router va cu hinh IP cho cac thiét d6 nhu hinh

dudi day:
Logical [Root] New Cluster Move Object Set Tiled Background Viewport
{1 I
192.168.1.2 = -
192.168.1.1 a3
(OSeZ[D 128 < Sem”‘i 5 ) =
w Rou?om' =]
Router-PT Rogfers 192 168.1.17 ] |
Routerl
128
| X
I .....
| "Ry
192168118 |
128 g
“pcpT
PC
< 0

C. Cac bwéc thuc hién:
1. Céu hinh giao thirc dinh tuyén RIP trén ca 2 router sir dung cac lénh network thich
hop (xem lai lab 13)
2. Chay IBnh show ip route dédam bao céc tuyén duong trong bang dinh tuyén
Cla cac router 1 ddy di1 va chinh xéc. Sau do6 kiém tra két ndi gitra cac thiét bi bang
lénh ping.
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Trén Routerl

VQ Routerl _——— - T—— LEL’EIQ

I Phyﬂcall Config I CLI‘

10S Command Line Interface

Routerl(confiif?}outer rip a
Routerl (config-router) #network 192.168.1.0
Routerl (config-router) ¥ 2

Routerl#
$5YS-5-CONFIG_I: Configured from console by console

Routerl#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP {
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-IS level-l1l, L2 - IS-IS level-2, ia - IS-IS inte
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static routej

Gateway of last resort is not set
192.168.1.0/28 is subnetted, 2 subnets
c 192.168.1.0 is directly connected, Serial2/0
R 192.168.1.16 [120/1] via 192.168.1.2, 00:00:12, Serial2/0
Routerl#

Trén Routerd

& Routerd mAEF T EEw ' - LE]EM‘

i Physical l Conﬁé ‘ CLI ‘

10S Command Line Interface

Router4 (configf #router rip =
Router4 (configgrouter) #network 192.168.1.0

Router4 (config-router)#°Z

Router4# I
$5YS-5-CONFIG_I: Configured from console by console |l

Router4#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-I5, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inte
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

l Gateway of last resort is not set

/’k 192.168.1.0/28 is subnetted, 2 subnets

G 192.168.1.0 is directly connected, Serial2/0
Qi, 192.168.1.16 is directly connected, FastEthernet0/
Routerd4s

3. Gio ta s& ngin chan tit ca cac hru lwong ping xuat phat tir PC va duoc guri cho
Routerl. Access list nay cd thé nam trén Router4 hodc Routerl. Thuwong thi ta s& co
access list dwoc dat trén router ma nam gan nguon (giri goi tin) nhat co thé vi didu nay
gidp loai bo nguy co cac lru lwrong khong can thiét di chuyén trong mang. Nhung & vi
du nay, ta s€ dat access list trén Routerl voi hudng inbound nhu sau:
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Physical [ Config | cu

I0S Command Line Interface

Enter configuratjion.commands.one pexr Jine End sith CNTIL/LZ »
Routerl (config)#ip access-list extended deny ping

Routerl (configftext-nacl)#deny icmp host 192.168.1.18 192.168.1.1 0.0.0.0
Routerl (config-gxt-nacl) #permit ip any any

Routerl (config-ext-nacl) #exit
Theo hinh trén thi:

- Cau lénh du tién chi rd kiéu cua access list 1a extended.

- Dong lénh tht hai c6 tac dung tir chdi bat ky g6i ICMP nao dwoc gui tir host ¢6 IP |
192.168.1.1 va dich dén 1 host co IP 1 192.168.1.1. Bé ¥ rang ta dd ding tham s
lenh host cho phan dau (source address) cua access list va dung wildcard 0.0.0.0 cho
phan hai (destination address) cua access list. Ca host va wildcard & day déu cd tac
dung gibng nhau I xac dinh dia chi IP ctia mot host cu thé (chir khdng phai mot tap
cac IP).

- Lénh tha ba cho biét rang tit ca cac luu lrong khac déu khéng bij chan boi access list.

4. Kétiép ta s gan access list vira tao ¢ trén cho cong S2/0 ciia Routerl va access list
nay sé danh cho hudng inbound.

& Routerl [ [ uliE -&]

Phyﬂcali Config ] CLI

I0S Command Line Interface

Routerlfconf t
Enter configuration commands, one per line. End with CNTL/Z.

Routerifconfig) #int s2/0
Routeri\config-if) #ip access-group deny ping in

Routerl (config-if) $#°2Z
Routerl#

5. Gio két ndi t6i PC va thir ping téi cong S2/0 cta Router] nhu sau

?pc \:||\E|£h

Phymcali Config | Desktop

Command Prompt

Packet Tracer PC Command Line 1.0
PC>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, (Received = 0,) Lost = 4 (100% loss),
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Ta thay, PC c6 IP [a 192.168.1.18 khong thé ping tai IP 192.168.1.1, Nhu véy, access list
Cla ta da lam viéc ding theo yéu cau.

Xac nhan rang tir Router4 ¢6 thé ping thanh cong téi Router] nhu sau

- [ESEEE )

& Router4 . o

| Physical ] Config ‘ CLI ‘

I0S Command Line Interface

Router4pping 192.168.1.1|

Type escape sequence to abort.
! Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

I\ Router4>
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Lab 33: Advanced Extended Access List

Nang cao vé Extended Access List

A. Muc tiéu cia bai lab:

Céu hinh Extended Access List dé loc nhiéu loai lwu hrong mang (traffic) khac nhau nhu:
- Loc cac traffic guri tir network nay toi network Kia.

- Loc céc traffic gui tir host téi network.

- Loc cac traffic gui tir network téi host.

B. Chuin bij cho bai lab:

1. Xay dung so d6 mang va cau hinh IP cho cac thiét bi nhu hinh sau:

B

Corporate

192.168.1.130
/25

Network Users

192.168.1.129 Switch2

125

HQ's Toe ?;_f 4 i _:Fa0/0
! e S g™ a
! Fa1/1,_#@8Fa0/1 Fa0/0, (®Se2/o,  — a1/0 192 ",52"51 131
= mT ¢ Router-PT, 192 168.1.1 v
PC-PT witch- Router-PT 192.168.2.1 192.168.2.2 Router2 /
Switch1 /25 PC3
PC1 Routerl 124 124
192.168.3.2
/24

192.168.1.2
N, /25
PC-PT

Administration

192.168.1.3
/25

2. Cau hinh RIP cho tat ca cac router sir dung cac cau lénh network thich hop.

3. Pam bao rang cé4c route trong bang dinh tuyén ciia cac router duoc tao ra day du
va chinh xac vai lénh show ip route.

4. Kiém tra két ndi gitra céc thiét bj bang knh ping.

C. Cac bwdc thuc hién:

v Kiém soat traffic giri tir network nay téi network kia.

1. Access list dau tién ta tao ra s& chi cho phép céc traffic (sir dung protocol bat ky) tir
mang Administration (gom PC4 va PC5) giri t6i mang Corporate HQ (gom PC1). Bé
Bm diéu ndy ta s& str dung extended access list nhu sau:
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access-list 100 permit ip 192.168.1.0 0.0.0.127

192.168.3.0 0.0.0.255

access—-1list 100 permit ip 192.168.2.0 0.0.0.0 any

- Cau lénh dau co nghia rang cac IP nam trong dai (192.168.1.0 -> 192.168.1.127)
duoc phép giri bat ky traffic ndo téi cac IP thuoc mang 192.168.3.0/24.

- Cau lénh thir hai c6 nghia rang céc cac IP thuoc mang 192.168.2.0/24 dugc phép giri
bat ky traffic ndo t6i bat ky mang ndo. Vi ngAm dinh, & dudi cing access list luén c6
mot entry mang nghia cAm tat ca cac traffic vao/ra nén ta can toi lénh nay dé cac
routerl va router2 cd thé trao ddi (dang broadcast) cac thong tin dinh tuyén (RIP) cho

nhau.

2. Vi traffic xuat phat tir Router2 va di dén Routerl nén ta s& cu hinh va gan access list
cho cong S2/0 ciia Router] dé kiém tra tat ca cac traffic giri dén cong nay (hudng

inbound).

& Routerl

| Physical | config | CLI

-

N ————

= [ B [ |

10S Command Line Interface

Routerl>en
Routerl#conf t

Enter configuration commands, one per line.

End with CNTL/Z.

0.255

Rouce::(co:flchcess-nsc 100 permit ip 192.168.1.0 0.0.0.127 192.168.3.0 o.j

Routerl (configNaccess-1ist 100 permit ip

192.168.2.0 0.0.0.0 any

Routeril (config) #int s2/0

Routerl (config-if) §ip access-group 100 in]

3. Dé kiém tra access list nay, thir ping PC1tir PC2, PC3, PC4 va PC5. Néu PC2va PC3
khong thé ping t6i PC1 nhung PC4 va PC5 thi c6 thé thi ta da access list da lam viéc

dung theo yéu cau.

Trén PC2

& pc2

Physical [ Config | Desktop

Command Prompt

PC>ping 192.168.3.2

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.3.2:
Packets: Sent = 4,( Received = 0O,

Pinging 192.168.3.2 with 32 bytes of data:

Lost = 4 (100% loss),
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Trén PC4

& pca

Phyﬂcali Config | Desktop

Command Prompt

PC>ping 192.168.3.2

Pinging 192.168.3.2 with 32 bytes of data:

Reply from 192.
Reply from 192.
Reply from 192.
Reply from 192.

: bytes=32 time=23ms TTL=126

ytes=32 ns TTL=126
: bytes=32 TTL=126
: bytes=32 time=22ms TTL=126

Ping statistics for 192.168.3.2:
Packets: Sent = 4,(Recei
Approximate

trip times L
Minimum = 17ms, Maximum = 25ms, Average = 21lms

v' Kiém soét traffic giri tir host ndy téi host kia

1. Phan tiép theo cua bai lab nay, ta s& kho

a viéc truy cap dén file server (PC5) tir mot

may tram cu thé (PC2). Bé thuc hién diéu ndy, ta s& tao mot access list trén Router2
c6 tac dung chan tat ca cac traffic giri tir PC2 dén PC5. Sau d6 gan access list nay cho

cong Fa0/0 cua Router?.

& Router2

o B 3] |

Phyﬂcali Config | CLI

10S Command Line I

nterface

Router2>en
Router2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router2 (configyfaccess-1list 101 deny ip host 192.
Router2 (confighfaccess-1list 101 permit ip any any

168.1.130 192.168.1.3 0.0.0.3

Router2 (config) #int £0/0
Ro:te:2(cc:f1g—if]kip access—-group 101 1:[
Router2 (config-if) #exit

Router2 (config) #

2. Gid két ndi t6i PC2 va xac nhan rang ta
thé ping toi PC5

Trén PC2

khong thé ping t6i PC5 nhung tir PC3ta c6

Phyﬂcali Config | Desktop

Command Prompt

PC>ping 192.168.1.3

Pinging 192.168.1.3 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.16

Packets: Sent = 4,(Recei 0,)Lost = 4 (100% los

s),
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Trén PC3
[®rc] =N

| Physical ‘ Conﬁg Desktop

Command Prompt

PC>ping 192.168.1.3
Pinging 192 .3 with 32 bytes of data:

3: bytes=32 tim

Reply from 192.168.
Ping statistics for 192.

Approximate round trip times in
Minimum = 16ms, Maximum

v Kiém soat traffic giri tir network cho host
1. Trudc khi bat dau cdu hinh cho access list méi ndy, ta can loai bo cac access list trén
Routerl va Router2 vira tao ¢ trén nhu sau:

Trén Routerl

Physical [ Config w CLI \

I0S Command Line Interface

Routerili>en
Routerlfconf t
Enter configuration commands, one per line. End with CNTL/Z.

Routerlfconfig)#int s2/0
Routeri\config-if)#no ip access-group 100 in

Routerl (config-if) #exit
Routerl (config) #

Trén Router2

| Physical | Config | CLI |

I10S Command Line Interface

Router2>en
Router2#conf t
Enter configuration commands, one per line. End with CNTL/Z.

Router2Aconfig) #int £0/0
Router2Nconfig-if) #no ip access-group 101 in

Router2 (config-if) #exit

2. O kich ban cudi cling ndy, ta s& chan tat ca cac traffic giri dén PC1 tir ving Network
Users nhu trong so d6 mang & trén. Dé lam diéu ndy, ta s& viét mot extended access
list nhu sau:
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access-list 102 deny ip 192.168.1.128 0.0.0.127 host
192.168.3.2
access-list 102 permit ip any any

R&i gan access list 102 ndy cho cong S2/0 cua Router2 véi hudéng outbound.

( ? Router2 ﬂ_l!

: Phyﬂcal[ Config | CLI

I10S Command Line Interface

Ro:terz(ccnflg)kaccess—llst 102 deny ip 192.168.1.128 0.0.0.127 host 192.168.3.

[¥]

Ro:terz(config)haccess—list 102 permit ip any any
Router2Afconfig) #int s2/0
RouterNconfig-if)#ip access-group 102 ou

Router2 (config-if)#

Pé kiém tra access list c6 lam viéc dung chua, thir ping PC1 tir PC2 hoic PC2, néu
ping that bai thi chlic mirng, ta da hoan thanh xong bai lab 33 nay.

|k¥ PC2 |

‘v P'hysricaﬂlr i Conﬁg \ Desktop

Command Prompt
PC»ping 192.168.3.2

' Pinging 192.168.3.2 with 32 bytes of data:

Reply from 1 .168.1.129: Destination host unreachable.
Reply from .168.1.129: Destination host unreachable.
Reply from 192.168.1.129: Destination host unreachable.
| Reply from 192.168.1.129: Destination host unreachable.

Ping statistics for 192.168.3.2:
Packets: Sent = 4,(Received = 0, (100% loss),
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Lab 34: Introduction to Telnet

Lam quen véi Telnet trén Router

A. Muc tiéu cia bai lab:
Tim hiéu viéc thiét lap phién két ndi Telnet gitra 2 router.

B. Chuan bi cho bai lab:

Str dung Router] va Router2 duoc két ndi truc tiép voi nhau théng qua cong Ethernet
trén 2 router nay.

192.168.1.1
Ry e Faofo, T
Router-PT 192.168.1.2 Router-PT
Routerl 124 Router2

Céu hinh dia chi IP cho cac cong Fa0/0 trén 2 router nhu so do trén. Sau d6 kiém tra
két ndi gitta chung bang lénh ping.

C. Cac buéc thuc hién:
1. Kétndi vao Routerl. O day, Router] déng vai tro lam thiét bi tiép nhan cac yéu cau

thiét lap phién telnet va quy dinh mat khau ma céc thiét bj khac can sir dung néu
mubn telnet vao no.

Vao ché do Configuration cua Routerl.

Truy cap vao cac line vty (virtual terminal). Moi vty dai dién cho mot phién telnet
dang hoat dong va thuong c6 t6i da 15 line vty trén router. Dé Routerl hd trg ciing
lic 5 phién telnet (twong ng voi 5 vty) thi cau lénh ma ta can gd vao & day la
line vty 0 4

‘ Physical | Config ‘ CLI |

I0S Command Line Interface

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname Routerl

Routerl (config)fline vty O 4
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2. Gio ta can bao cho Routerl biét ring ta s& doi hoi nguoi ding cung cap mat khau
dang nhap khi ho mudn telnet vao Routerl su dung knh login.

3. G0 vao mat khau duoc sir dung dé thiét lap phién telnet, & day ta chon mat khau la
mmt03

[ Physical l Config [ CLI ’

I0S Command Line Interface

Routerl (config)#line vty 0 4

Routerl (config—line

% Login disabled on line 66, until 'password' is set
$ Login disabled on line 67, until 'password' is set
% Login disabled on line 68, until 'password' is set
$ Login disabled on line 69, until 'password' is set
3
R

Login disabled on line 70, until 'password' is set
outerl(config—linej#passwo:d mmt03 I

4. Vao Router2. GO lénh sau dé két ndi telnet dén Routerl sir dung dia chi IP cua cong
Fa0/0 trén Routerl.

‘Phygcall Config i CLI’

I10S Command Line Interface

Router2fftelnet 192.168.1.1 |
Trying 192.168.1.1 ...Open

Nhap mat khau....
User Access Verification ]
[Password: ! ' ;
Routerl>

Sau d6, gd vao mat khiu 2 mmt03 dé dang nhap. Néu diu nhic lenh tra vé I
Router1> thi ta da telnet thanh cong vao Routerl.

5. Gio nhin dong thoi t6 hop phim Ctrl+Shift+6,saud6 tha rava ngay lap tac
nhan phim x. Ban s& nhan thdy rang dau nhic knh (hostname) da ddi thanh Router2
tac [ gio ta quay lai lam viéc véi Router2 (va phién telnet vira tao van duoc duy tri).
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[ Physical | Config l CLI I

I0S Command Line Interface

Router2f#telnet 192.168.1.1
Trying 192.168.1.1 ...Open

User Access Verification

Password:

Routerl> <Cfrl= + <Shift> + 6, theo sau la phim x
Router2#

6. Tiép tuc, gd lénh show sessions déxem tit ca cic phién telnet dang hoat dong.
Dé tro lai lam viéc voi phién telnet nao do, xac dinh con s dai dién cho phién telnet

d6 roi su dung Iénh resume nhu sau:

& Router2

—— E=ti

’ Phyﬁcall Config | CLI}

I0S Command Line Interface

Routerl>

Byte Idle Conn Name

Conn Host Address
*: (1 192.168.1.1 192.168.1.1 0 1 192.168.1.1
Router2#

Router2#
[Resuming connection 1 to 192.168.1.1 ... ]

[resume q

?Invalid connection name
Routerl>

O day, s6 1 trong ng v6i phién telnet téi IP 192.168.1.1 (Routerl) va ta thdy rang

diu nhac lénh di quay vé lai la Routerl.

7. Gio nhin t6 hop phim Ctrl+Shift+6 theo sau do ld phim x dé lai quay vé
Router2. Cudi cling gb lénh disconnect 1 dékétthic phién telnet téi Routerl

| Physical I Config ’ CLI ’

I0S Command Line Interface

?Invalid connection name
Router1><Cirl> + <Shift> + 6, theo sau la phim x
Router2fdisconnect 1
Closing connection to 192.168.1.1 [confirm] P

Nhén Enter

Router2#
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Lab 35: Introduction to VLAN
Giéi thiéu vé VLAN

A. Muc tiéu cia bai lab:
Biét duoc nhitng wu diém ciia VLAN.

B. Chuan bi cho bai lab:
St dung Router, Switch va PC1, PC2 duoc két ndi va cAu hinh IP nhu hinh sau.
Ching ta s& cau hinh cho Router va Switch dé hd trg VLAN. Muc dich cta lab nay la
thiét lap cac PC1 va PC2 c6 thé ping duogc cho nhau thong qua switch. Sau d6 ta s& thay
d6i cac VLAN trén switch dé ching khong thé ping cho nhau ciing nhur khong thé ping
t6i router dwoc nira. Cudi cling ta s& thay ddi cau hinh trén Switch dé cac PC thuc cling
VLAN va xem xét rang ching lai c6 thé ping cho nhau.

AN

192.168.1.1
124
192.168.1.3
&~ Fa0/0, 124
L = a2/,
Router-PT Switch-F
Router Switch
192.168.1.2

= 124
PC-PT
PC2

C. Cac buéc thuc hién:

1. Bat dau bang viéc cau hinh dia chi IP cho cong Fa0/0 cua Router nhu sau.

’ Physical I Config ‘ CLI ‘

I10S Command Line Interface

Router>en
Router#conf t
Enter configuration commands, one per line. End with CNTIL/Z.

RoutergConfig) #int £0/0
Routey (config-if) #ip address 192.168.1.3 255.255.255.0

Routerygconfig-if) #no shut
Router (config-if) #exit
Router (config)#
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2. Kétndi téi PC1 va dat IP cho n6 nhu sau

& pc1

=aae X

Physical N Config | Desktop

- DHCP

@ Static

IP Address

Subnet Mask

DNS Server

Default Gateway

IP Configuration

192.168.1.1

255.255.255.0

192.168.1.3

3. Kétndi toi PC2 va dat IP cho nd nhu sau

@& pc2

Cisco IP

: Prhysricarlh|r d)nﬁb | Desktop ‘

© DHCP

@ Static

IP Address

Subnet Mask

DNS Server

Default Gateway

IP Configuration

192.168.1.2

255.255.255.0

192.168.1.3

4. Tu PC2, kiém tra ping thanh cong t6i PC1 va Router

¥ rc2

e | ) oo

Physical | Config | Desktop
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5. Gio két ndi ti Switch va cau hinh VLAN. Mic dinh, thi tat ca cac cong (port) trén
switch déu ndm trong cing VLAN ¢4 ID i 1 (VLAN 1). Trong truong hop nay ta s&
thiét dat cho port Fal/l cua switch (hién dang ndi véi PC1) vao mot VLAN ¢ ID fa
22 tach biét véi cac port con lai. Bat dau tao mot VLAN méi ¢6 ID 1a 22 nhu sau:

Physical 1 Config | CLI

10S Command Line Interface

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch f€onfig) #vlian 22

Sw1tcb(2;;fig—vlaﬁ)#name pcl—p;;:>

Switch(config-vlan) #exit

Néu mudn ban cd thé dat tén cho VLAN 22 nay dé gilp nhan dang va phan biét dé
dang hon gitta cac VLAN, nhu trong hinh trén ta dat la pcl-pc2.

6. Gio ta can gan céac port vao VLAN 22 vira tao & budc 5. Duéi day s& gan port Fal/l
ctia Switch dang ni véi PC1 vao VLAN 22.

VPhysicaI | Config | cu

I0S Command Line Interface

-

rroTT==g =TT
s P
Switchfconfig) #int fal/1

Switch\config-if) #switchport access vlan 22

Switch(config-if) Fexit

7. Tiép dén ta két ndi lai vao PC2 va thir ping t6i PC1 va Router thi két qua nhu sau:

(@ pc2 ' o S

| Physical | Config | Desktop

Command Prompt

‘ PC>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.

Request timed out. PC2 KHONG ping
Request timed out. dwoc PC1
Request timed out.

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

PC>ping 192.168.1.3
Pinging 192.168.1.3 with 32 bytes of data:

Reply from 192.168.1.3: bytes=32 TTL=255

Reply from 192. . ! PC2 ping BUQC
Reply from 192. 5 Router
Reply from 192.

Ping statistics for 192.168.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli- onds:

Minimum = 4ms, Maximum = 10ms, Average = Tms
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Nhu hinh trén ta thy, PC2 ¢ thé ping t6i Router nhung PC1 khéng thé ping duoc

PC1. Tai sao lai nhu vay?

Trén Switch, ta di cu hinh cho VLAN 22 chi gdm port Fal/l. Piéu nay c6 nghia
rang tat ca cac port con lai (Fa0/1, Fa2/1 -> Fa5/1) van con nam trong VLAN 1. Vi
thé, khi PC2 (hién dang ndi véi port Fa2/1) gui goi tin ping téi Switch thi céc goi tin
d6 duoc danh ddu i VLAN 1 va ciing dong nghia voi viéc ching chi ¢ thé di ra khoi
cac port thusc VLAN 1 ma thdi. Va két qua 1a ching (cac goi tin ping tir PC2) khong

thé di ra khoi port Fa0/1 thusc VLAN 22 dé téi PC1.

8. Gio ta lai két ndi tro lai Switch va cu hinh VLAN cho port Fa2/1 (hién dang ndi V6i

PC2) nam trong VLAN 22 nhu sau

‘ Phymcali Config | cu

I0S Command Line Interface

Switch (config-if) #exit

SwitchgConfig) #int fa2/1
Switch\config-if) #switchport access vlan 22

Switch (config-if) Fexit

9. Gio két ndi lai voi PC2 va thir ping lai t6i Router va PC1

? PC2 - —e|o[E)

Phymcali Config | Desktop

Command Prompt

PC>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=9ms TTL=128
v  192.168.1.1: by = ime=6ms =128 .

Reply from 192.16 bytes=32 t:f.rre éms TTL=12 PC2 ping dU’QC PC1

Reply from 192.168.1.1: bytes=32 time=6ms TTL=128

Reply from 192.168.1.1: bytes=32 time=8ms TTL=128
Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = éms, Maximum = 9ms, Average = 7ms

PC>ping 192.168.1.

Pinging 192.168.1.3 with 32 bytes of data:

Request timed out. .
Request timed out. PC2 KHONG ping

Request timed out. dwoc Router
Request timed out.

Ping statistics for 192.168.1.3:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
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Sy khéc la & day 1a gi? Hién PC2 da c6 thé ping t6i PC1 nhung van khong thé ping
t6i Router. Ly do la vi lic ndy goi tin ping tir PC2 duoc dénh dau la VLAN 22, tuc la
n6 chi cd thé di ra khoi port Fa0/1 dang dwoc ndi voi PC1 va ciing thuoc VLAN 22.
Pay ciing chinh 13 myc dich cua bai lab ma ta mudn thuc hién.

10. Két ndi trd lai Switch va sir dung knh show vlan (hoic show vlan brief)dé
xem xét viéc phan dinh VLAN

Swiccﬂ#show vlan briefl

VLAN Name Status Ports

== :

‘1 default active Fa0/1, Fa3/1, Fa4/1, Fa5/.
22 pcl-pc2 active Fal/i, Fa2/1

%U‘ .Luu.i AOLaUWL L aLLlveo

1003 token-ring-default active

1004 fddinet-default active i;w
1005 trnet-default active -

11. Cubi cung, két néi lai vao Switch va gan port Fa0/1 vao VLAN 22 dé cho phép ca 3
thiét bi (Router, PC1, PC2) c6 thé ping duoc 1an nhau.

| Phyﬂcall Config ’ CLI‘

I0S Command Line Interface

™~ =

SwitchfTonfig) #int fal0/1 £
Switch;;fig-if)#switchporc access vlan 2;:)

Switch(config-if) Fexit

Switch(config)#

12. Kiém tra lai viéc ping thanh cong giira Router, PC1 va PC2 bang céch tir Router ping
toi PC1 va PC2

{ Physical I ConﬁgJ CLI ’

I0S Command Line Interface

Router>ping 192.168.1.1 | -

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.1, timeout is 2 seconds:

Success rate is @Eﬁ percent (5/;2) round-trip min/avg/max = 8/9/10 ms

Router>ping 192.168.1.2 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.2, timeout is 2 seconds:

Success rate is(100 percent (5/5)) round-trip min/avg/max = 7/8/11 ms
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Lab 36: VLAN Trunking Protocol

Céu hinh VLAN Trunking Protocol (VTP)

A. Muc tiéu cia bai lab:

Tao cac VLAN trén switch Catalyst 2950.
Gan cung ldc nhiéu port vao cac VLAN

CAau hinh giao thirc VTP dé thiét lap két ndi gitta VTP server va VTP client.
Tao mot duong trunk gita 2 switch dé lam kénh truyén dan gitp dong bo thong tin vé

VLAN gitra cac switch.
Kiém tra cau hinh cua VLAN va VTP.

B. Chuén bij cho bai lab:

Trong Packet Tracer, st dung 2 switch 2950-24 va ching duoc két ndi nhur sau

Ba0 e o e s s e e s i s i s 00
2950-24 2950-24
Switch1 Switch2
VTP Server VTP Client

C. Cac bwéc thyc hién:
1. Dat dia chi IP cho interface VLAN1 cua Switchl nhu sau

’ Physical I Config } CLI ‘

10S Command Line Interface

Switchl>en
Switchl#conf t©
Enter configuration commands, one per line. End with CNTL/Z.

SwitchlfConfig) #int vlanl
Switchl)f(config-if) #ip address 10.1.1.1 255.255.255.0

Switchl\config-if)#no shut
Switchl (config-if) #end
Switchl#

2. bat dia chi IP cho interface VLAN1 cua Switch2 nhu sau

Physical l Config ‘ CLI \

10S Command Line Interface

Switch2>en
Switch2#conf t
Enter configuration commands, one per line. End with CNTL/Z.

Switch2fConfig)#int vlanl
Switchd (config-if) #ip address 10.1.1.2 255.255.255.0

Switch2\gonfig-if) #no shut
Switch2 (config-if) #end
Switch2#
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3. Kiém tra két ndi thanh cdng giira 2 switch bang céch ping qua lai giira ching

Tu Switchl ping téi Switch2

Switchl#ping 10.1.1.2| ping téi Switch2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is(100 percent (5/5)) round-trip min/avg/max = 4/4/4 ms

Switchl#

Tur Switch2 ping toi Switchl

Switch2#ping 10.1.1.1 |  ping t&i Switch1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is(100 percent (5/5)) round-trip min/avg/max = 4/4/4 ms

Switch24|

4. Tai Switchl, tao vlan 18 va vlan 14. Sau d6 gan cac port 0/2-0/5 cho vilan 8 va cac
port 0/6-0/10 cho vian 14

’ Physical | Config ] CLI ‘

I0S Command Line Interface

Switchl>en

Switchq#vlan databasel

$ Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

Switchl (vlan

VLAN 8 added:

Name: VLA g
Switchl (vlan)|$vlian 14
VLAN 14 added:

Name: VLANOO14
Switchl (vlan) #exit
APPLY completed.
Exiting....
Switchlfconf t
Enter configuration commands, one per line. End with CNIL/Z.
SwitchlAconfig) #int range fal0/2-5
Switchzz;;nfig—if—range)#swicchport access vla;i;:)
Switchl (config-if-range) #fexit
Switchlfconfig)#int range fa0/6-10
Switchlc;;#fig—if-range)#switchport access vlan ;;:>
Switchl (config-if-range) #exit
Switchl(config)ﬂ
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5. Sirdung kBnh show vlan dé xac nhan cau hinh vlan vira tao 6 trén la chinh xac

Switchl#show vlan I

VLAN Name Status Ports

1 default active Fa0/1, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

8 VLAN00OS active a0/2, Fa0/3, Fa0/4, Fao/

14 VLANOO14 active Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10

1002 fddi-default act/unsup

1003 token-ring-default act/unsup

1004 fddinet-default act/unsup

1005 trnet-default act/unsup

VLAN Type SAID MIU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

6. Mic dinh thi Catalyst switch duoc cau hinh lam VTP Server. Gio ta muén thiét lap
cho Switchl lam VTP Server con Switch2 lim VTP Client. Ngoai ra thay d6i VTP
domain thanh UIT va VTP password la mmt03

Trén Switchl thuc hién cac lénh sau

Switchl#

Switchl#vlan databasel

$ Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

Switchl (vlan

Device mode already VIP SERVER.

Switchl (vlan)

Changing VIP domain name from NULL to UIT
Swicchl(vlan)kvcp password mmc03|

Setting device VLAN database password to mmtO3
Switchl (vlan) #¥exit

APPLY completed.

Exiting....

Switchl#

Trén Switch2 thuc hién cac Iénh sau

Switch2#

Switch2#vlan databasel

$ Warning: It is recommended to configure VLAN from config mode,
as VLAN database mode is being deprecated. Please consult user
documentation for configuring VIP/VLAN in config mode.

Setting device to VIP CLIENT mode.

Switch2 (vlian)fvtp domain UIT]

Changing VIP domain name from NULL to UIT
SwitchZ(vlanﬂ#vtp password mmt03|

Setting device VLAN database password to mmt03
Switch2 (vlian) fexit

APPLY completed.

Exiting....

Switch2#
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7. Kétiép ta can tao mot duong trunk dé truyén tai céc thdng tin cau hinh vian tir
Switchl sang Switch2. Pé lam diéu nay, ta s& bat trunking trén cac port ndi gitra 2
switch, & day 1a 2 port Fa0/1 ctia mdi switch. Phwong thirc dong goi (encapsulation)
duoc s dung la 802.1q.

Trén Switchl, thuc hién cac lénh sau

Switchl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switchlfconfig)#int fald/1

Switchlcg;;fig—if)#switchport mode tr;;;>

Switchl (config-if) #end

Switchl#

Trén Switch2, thuc hién cac lénh sau

Switch2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch2fconfig) #int fa0/1

SwicchZQ;;nfig—if)#switchport mode cru;;>

Switch2 (config-if) #¥end

Switch2#

8. Cudi cing, dé xem thdng tin vé cac VLAN ma Switch2 cap nhat tir Switchl thi tai
Switch2 g0 Iénh show vian

Switch2#show vlanl

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, Fa0/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24

8 VLANOOOS active
VLANOO1 active
1002 fddi-default act/unsup
1003 token-ring-default act/unsup
1004 fddinet-default act/unsup
1005 trnet-default act/unsup
VLAN Type SAID MIU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2

Con dé xem théng tin trang thai lam viéc cua VTP ta gd

Switch2#show vtp statusl

VIP Version : 2

Configuration Revision 20

Maximum VLANs supported locally : 255

Number of existing VLANs &

VIP Operating Mode : Client

VIP Domain Name : UIT

VIP Pruning Mode : Disabled

VIP V2 Mode : Disabled

VIP Traps Generation : Disabled

MDS digest : 0x66 0xBE8 0x32 0xB8 0x69 0x88 0xDé OxF5S
Configuration last modified by 0.0.0.0 at 3-1-93 00:00:46
Switch2#
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Lab 37: OSPF Single Area Configuration and Testing
Cau hinh OSPF (Single Area)

A. Muc tiéu cia bai lab:
CAu hinh va kiém tra hoat dong cua giao thirc dinh tuyén OSPF trén router véi cac budc
co ban sau:

Dit hostname cho céc router va kich hoat céc interface can duoc sir dung.

C4u hinh OSPF trén cac router.

Chon céc mang duoc két ndi truc tiép vai nhau.

Xem xét bang dinh tuyén.

Xem thdng tin vé giao thirc OSPF.

o wbdhE

B. Chuin bij cho bai lab:
Sir dung céc Routerl, 2 va 4 c6 cac interface duoc két ndi nhu sau:

R1
= 10.1.1.2 /24 10111 /24 =7
Sl [ e e s L LS 00 172.16.101 /16
Router-PT RoutfBse2/0
Router2 Rouferl

Be2/o

) 17216102 M6
Re F5

Router-PT
Routerd

C. Cac buwéc thuc hién:
1. Sau khi cau hinh dia chi IP cho céc interface ciia cac router nhu md hinh trén va xac
nhan rang cac router duoc ndi truc tiép véi nhau co thé ping thanh céng téi nhau, tic

la R1 c6 thé ping téi cong Fa0/0 cua R2 va cong Se2/0 ciia R4.

2. Tiép dénta s& cau hinh OSPF lam giao thirc dinh tuyén trén céac router. Didu ndy rat
dé thyc hién, dau tién ta can vao Configuration mode trén R1. Sau d6 chay Iénh sau:

#router ospf 100
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(v6i 100 la Process ID)

Ri>en

Rifconf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 100 |

Rl (config-router)#

3. Thém vao dia chi mang cua cac mang dang dugc két ndi truc tiép véi R1 sir dung
lénh sau:

Rl (config-router) #

Rl (config-router)|fnetwork 10.1.1.0 0.0.0.255 area 0

Rl (config-router)|fnetwork 172.16.0.0 0.0.255.255 area 0O
Rl (config-router) #exit

4. Gio vao Configuration mode ciia R2, sau d6 chon OSPF lam giao thirc dinh tuyén va
thém vao (cac) mang duoc két ndi truc tiép voi R2 bang cach thuc hién tuan tu cac
lénh sau:

R2>en
R2#%#conf t
Enter configuration commands, one per line. End with CNTL/Z.

R2 y€onfig) #router ospf 100
R2¥config-router) #network 10.1.1.0 0.0.0.255 area 0O

R2 (config-router) #exit
R2 (config) #

5. Tuong tu, ta vao Configuration mode cua R4, sau do chon OSPF lam giao thirc dinh
tuyén va thém vao (céc) mang duoc két ndi truc tiép voi R4 bang cach thuc hién tuan
tu cac lénh sau

R4>en
R4%conf t
Enter configuration commands, one per line. End with CNTL/Z.

R4 f€onfig) #router ospf 100
R4\config-router) #network 172.16.0.0 0.0.255.255 area 0

R4 (config-router) #

6. Hién tai thi OSPF dang chay trén ca 3 router. Nhan <Ctr>1 + Z dé thoat khoi
Privileged mode va kiém tra xem ta giita cac router khong duoc két néi truc tiép co
thé ping thanh cong téi nhau hay khong. Tir R2 thir ping téi cong Se2/0 cua R4 ¢ IP
la 172.16.10.2
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R2#ping l72.16.10.2|

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:

Success rate is (100 percent (5/5), round-trip min/avg/max = 4/7/9 ms

R2¥

7. Ké dén két ndi vao R4 va thir ping téi cong Fa0/0 cua R2 vé6i IP 1a 10.1.1.2

R4#ping 10.1.1.2 |

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.2, timeout is 2 seconds:

Success rate is (100 percent (5/5),) round-trip min/avg/max = 6/7/9 ms

8. Néu két qua cua 2 lénh ping trén thanh cong thi ta da hoan thanh xong cdu hinh dinh
tuyén sir dung OSPF cho cac router. Gio xem qua bang dinh tuyén trén R2 voi kénh
sau

R2>en
R2#show ip route |
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i. = I8-IS, Ll - IS-IS level=-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/24 is subnetted, 1 subnets

c 10.1.1.0 is directly connected, FastEthernet0/0
[0 172.16.0.0/16 [110/782] via 10.1.1.1, 00:42:46, FastEthernet0/0 )
R2%

9. Trén RI, dé biét thong tin V& giao thirc dinh tuyén ma router dang sir dung, ta chay
lénh sau

Rl#show ip protocolsl

@uting Protocol is "ospf IOOD
Outgoing update filter 1list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 172.16.10.1
Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4
Routing for Networks:

10.1.1.0 0.0.0.255 area 0

172.16.0.0 0.0.255.255 area
Routing Information Sources:

Gateway Distance Last Update
10.1.3.2 110 00:16:00
172.16.10.2 110 00:16:00

Distance: (default is 110)

R1%
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10. Lénh sau s& hién thi ndi dung co so dit liéu ciia OSPF

R1l#show ip ospf database |
OSPF Router with ID (172.16.10.1) (Process ID 100)

Router Link States (Area 0)

Link ID ADV Router Lge Seqg# Checksum Link count
172.16.10.1 172.16.10.1 1099 0x80000005 0Ox00feff 3
e H 0 T % 101102 1188 0x80000003 Ox00feff 1
172.16.10.2 172.16.10.2 1100 0x80000003 0Ox00feff 2

Net Link States (Area 0)

Link ID ADV Router Lge Seq# Checksum
10.1.1.1 172.16.10.1 1188 0x80000002 OxO00f£77
R1%|

11. Pé hién thj tat ca cac router ké can voi R1, go lénh sau

Rl#show ip ospf neighborl

Pri State Dead Time Address Interface
1 FULL/BDR 00:00:34 10.1.1.2 FastEthernet0/
4] FULL/ - 00:00:39 172.16.10.2 Serial2/o0

12. Cudi cing, dé hién thi tat ca cac interface cua router dang str dung OSPF, ta chay lénh
sau:

R1%

Rl#show ip ospf interface |

FastEthernet0/0 is up, line protocol is ?f)

N_Internet address is 10.1.1.1/24, Area 0
Process ID 100, Router ID 172.16.10.1, Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 172.16.10.1, Interface address 10.1.1.1
Backup Designated Router (ID) 10.1.1.2, Interface address 10.1.1.2
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:08
Index 1/1, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.1.1.2 (Backup Designated Router)

Suppress hello for 0 neighbor(s)

VSerial2/0 is up, line protocol is up

h_ Internet address is 172.16.10.1/18, A;;;)O
Process ID 100, Router ID 172.16.10.1, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-PCINT, Priority O

-~ Hét --
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